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3.3. Ilocne BpIMOAHEHUs MyHKTAa 3.2 HACTOSAINErO IPUKa3a OPUTHHAIBI JIMCTOB
O3HAaKOMJIEHUs HaIlpaBUTh Aenonpoussoautento Conosanuenko Exarepune Cepreesse.

4. Henonpoussoputento  ConmoBamuenko  Exarepmne  CepreeBHe — oOecreduTb
BbINOJHEHUE n.00. 3.1 — 3.2 HacToALero npukasa.
5. C MoMeHTa BCTYIJIEHUS] B CHJIy HACTOSLIEro NMpuKa3a MpHU3HATh YTPATUBIIUM CHITY

npukaz ot 11.10.2017 r. Ne97 «O06 yTBepkneHun TpeOOBaHUI MO OOecredeHnt0 Oe30MacHOCTH
MEePCOHANBHBIX JAaHHBIX MPU UX 00paboTke B MH(POPMALMOHHON CHCTEME MEePCOHANbHBIX JaHHBIX
«IIpuem nanueHTay.

6. KoHTponb 32 HCIIOTHEHNEM HACTOSIIEro MPUKA3a BO3JIOXKUTh HA HaYaJIbHHUKA OT/ENa
OpraHM3aLu{ MEIULHCKON TTOMOLIH.

I'naBHbI Bpau JLA. IIporonomnos



ITpunosxkenue Ne 1

YTBepKACHO

npukazoMm ['AY3 TO «ObaacTHOM

0(TaTBMOIOTHYECKIHA TUCTIAHCEP»
oT«__ » 2023 . Ne

TPEBOBAHMUS
1o obecneyeHH 0 6€30MACHOCTH NMEePCOHAJbHBIX JAHHbBIX
npu ux oopadorke B HHPOPMALMOHHOI CHCTeMe NMEePCOHATbHbBIX JAHHbIX
«IIpuem nanueHTa»

1. O0mue no10KeHus

1. JlanHble TpeOoBaHUs MO OOECMEUEHUIO O€30MACHOCTH MEPCOHAIBHBIX JaHHBIX MPU
ux obpaboTke B MHYOPMALMOHHONW CHCTeMe MepcoHaNbHbIX naHHbIX (manee — MCII[IH) «IIpuem
nanueHTay 'AY3 TO «ObnactHoil odTanbMonornueckuil nucnancep» (manee — TpeGosanus)
pa3paboTtanbl Ha ocHoBaHmM PenepanbHOro 3akoHa ot 27 wmrons 2006 r. Ne 152 @3 «O
MEePCOHANBHBIX AaHHbIXY», [locTanoBnenus IIpasurenscrea Poccuiickoit @eneparyu ot 01.11.2012
Ne 1119 «O6 ytBep:kneHnn TpeOOBaHMIA K 3aIUTE NMEPCOHAIBHBIX JAHHBIX NPU UX 00paboOTKe B
UH(POPMALIMOHHBIX CHCTEMAaxX MEePCOHANBHBIX NaHHbIXY», [Ipukaza @®CTIK Poccum ot 18.02.2013
Ne 21 «O06 yrtBepknermn CocraBa M COAEP)KAHMS OPTAHMU3ALMOHHBIX U TEXHHYECKHX Mep 10
obecrieueHn0 O€30MAaCHOCTH TMEPCOHANBHBIX TaHHBIX NMPH HX 00padoTke B HMH(OPMAILMOHHBIX
CHCTEMaxX MEPCOHAIBHBIX TaHHBIX» M MOJAEIH yrpo3 Oe30MacHOCTH NEPCOHATBHBIX JAHHBIX MMPU UX
obpabotke B UCIT/IH «IIprem nanmeHTa.

2. TpeboBaHust ONpenensiFoT COBOKYIHOCTh OPTaHM3AaLMOHHBIX M TEXHHUYECKUX
MEPONPHUITHHA, HEOOXOMUMBIX IJIsi 0O€CIIeueHUsT 3aJaHHOTO YPOBHS 0€30MacHOCTH MEPCOHATBHBIX
nanHbIx (nanee — [1/1H) npu ux obpadorke B UCITIH «IIpuem naumenta» 'AY3 TO «ObnactHOH
o(TanbMONIOrnYeCKUl TUCTIAaHCEPY .

2. Opranu3anHoOHHbIe MeponpUsATHS M0 o0ecnieueHuIo 6ezonacuoctu I/1x

1. 3anaroTcst TpeOOBaHMS 110 OXpaHe TTOMEIEHH, AOIMYCKY JIUL, BBIOOPY TEXHUYECKHX
CPEACTB, UX PACIIOIOKEHHUIO B MOMEIIeHUAX. KpoMe Toro, 3aar0Tcst OMOIHUTEbHBIE TPEOOBAHMS
1o obecrneyeHn0 KOHPUIEeHIINATPHOCTH, HEJIOCTHOCTH U AoCTymHOCTH [1/1H.

2. K umcnmy mep, HEOOXOOUMBIX M JOCTATOUHBIX sl OOECIEUEHHUsS] BBITIOJHEHUS
obsizanHOCTe [TAY3 TO «ObnacTHOM 0TaTbMOIOrHYECKHA AUCTIAHCEP» OTHOCATCS:

- Ha3HauY€HUe OTBETCTBEHHOIO 3a opraHusanuto odpadorku I1]1H;

- M3NaHue JOKYMEHTOB, omnpeaemssomux nomutuky ['AY3  TO  «ObnactHoi
oranemMonornyeckuil AuCNaHcep» B oTHomeHNH 00padotku I1/1H, JOKaIBHBIX aKTOB 1O BOMPOCAM
obpabotku I1/1H, a Taxke JIOKAJIBbHBIX aKTOB, YCTAHABIMBAIOIIUX NMPOLEAYPHI, HANPABICHHbIC HA
MPENOTBpALlEHUEe M BbIABICHUE HApyLIEHWH 3akoHoaaTenbcTBa Poccuiickonn Penepanuy,
yCTpaHEHUe NOCIENCTBUN TAKUX HAPYIICHU,

- OCYLIECTBJICHHE BHYTPEHHErO KOHTPOJS u (MH) ayauta cooTBeTcTBHsl oOpadoTku I1/1H
DenepanbHOMy 3aKOHY «O TEPCOHATBHBIX MAHHBIX» W MPHHATBIM B COOTBETCTBUU C HHUM
HOPMAaTHUBHBIM NPaBOBBIM akTaM, TpebosanusM k 3ammre [1/1H, nomuruke TAY3 TO «ObnactHoi
orameMonoruyeckuii qucnancep» B otHomenun obpabotku [1J{H, gokampHbM akTam ['AY3 TO
«ObnacTHOH 0(TaNBMONIOTHYECKUN TUCTIAHCEPY;

- OILIEHKa Bpena, KOTOpbIi MoxeT ObITh mpuuuHeH cyObektam I1JIH B ciyuae HapyuieHus
®enepanbHoro 3akoHa ot 27.07.2006 Ne 152-®3 «O mnepcoHalbHbIX JAHHBIX», COOTHOILIEHHE
ykazaHHOro Bpeaa u npunumMaembix I'AY3 TO «O6nactHol odrambMoNoOrudecKuii AucmaHcepy»
Mep, HampaBlieHHBIX Ha O0€CleuYeHHe BBITIOJHEHUS OOSI3aHHOCTEH, MPEeayCMOTPEHHBIX
®enepanbabiM 3aK0HOM OT 27.07.2006 Ne 152-@3 «O nepCOHANbHBIX TAHHBIXY;

- o3HakomiieHne padbotHukoB ['AY3 TO «Obnactaoil oTanbMONIOrHYecKUil TUCTIAHCEDY,
HETIOCPEACTBEHHO ocyuiecTBIsIomuX obpaborky II/IH, ¢ TONOXEHUSMH 3aKOHONATENbCTBA
Poccutickoit @enepauuu o I1/In, B TomM umcne TtpeboBanusiMmu Kk 3amute [1/IH, mokyMeHTamu,
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onpenessromumu - monuTiky [T'AY3 TO «OOGnactHoil  0(TanbMOJIOrHYECKH IHCMAHCEP» B
otHomennn obpabotku I1/IH, nokanbHBIMM akTamu 1O Bompocam obOpadotku IIJIH, u (umm)
o0ydeHue yKa3aHHBIX pa0OTHUKOB;

- onpexnenenue yrpo3 0esonacHoctu [1/{H mpu ux obpadorke B UCII/H;

- MPUMEHEHHE OPTraHM3ALMOHHBIX M TEXHUYECKUX Mep IO O0ECIedeHHI0 Oe30MacHOCTH
IT1x npu ux obpadotke B MCII/IH, HeOOXOMUMBIX IJisi BbITIOJNHEHUs TpeboBaHuii k 3amute [1/1H,
UCTIOJIHEHHE KOTOPBIX obecreunBaeT ycTaHoBieHHbIe [IpaButenscrBom Poccuiickoit @enepannu
ypoBHHU 3awnuieHHocty [1/1H;

- MpPUMEHEHHE MPOILIEAIINX B YCTAHOBJIEHHOM MOPsIIKE NMPOLENypy OLEHKH COOTBETCTBUS
CPEACTB 3alIUThI UHPOPMALINY,

- oueHka 3((PeKTUBHOCTH MPUHUMAEMbIX Mep Mo obecrneuenuro OezomacHoctu [1JIH mo
BBOJA B sKcrutyatanuio UCIH;

- yd4eT MamMuHHBIX HOocutenen I1/1H;

- oOHapyskeHue (HPaKTOB HECAHKIIMOHUPOBaHHOTO noctyna K I1/[H u npunstue mep;

- BocctaHoBieHne [1J[H, MOOM(UIIMPOBAHHBIX WM YHHYTOXEHHBIX  BCIEICTBHUE
HECAaHKL[MOHUPOBAHHOIO AOCTYIA K HUM;

- ycraHoBieHue mnpaBun pocryna kK II/IH, oOpaGareiBaembim B HCII[H, a Takke
obecreyeHneM PerucTpalny U y4eTa Beex aenctsuid, coepiunaembix ¢ [1J{n B UCI1/H;

- KOHTPOJIb 32 NMPUHHMAeMbIMH MepaMu Mo oOecrneueHmnto OesomacHocTH I1/IH 1 ypoBHs
sammmenHoctd UCITH.

3.1lpu pa3paboTke M peajM3aluyd MEPOINPUATHH MO OpraHu3ald H OOECIICUEHHIO
6ezonacuoctu I1/1H npu nx o6paboTke B HHYOPMALTIOHHON CHCTEME OCYIIECTBIISIETCS !

- paspadorka ans MCITAn monenu yrpo3 6e3onacuoctu [1/]H npu ux obpadbotke;

- pa3paboTka Ha OCHOBE MoneH yrpo3 cuctemsl Oe3zomacHocT [1J[H, oOecneunBaromeii
HENTpaIu3aLuio BCeX NMepeurcIeHHbIX B MOAEIHN YIpo3;

- ompeneieHHe HEOOXOOUMOCTH HCIIONB30BAHMA KPUNTOCPEACTB Ul OOECTIeUeHHs
6ezonacuoctu I1JIH u, B cilydae MOJNIOKUTENILHOIO PEIICHUs, ONPENeIeHHe Ha OCHOBE MOJAECIH
yrpo3 Ledu MCMOJb30BaHUsI KpUNTOCpeAcTB s 3aumuTel [IJIH OT HempaBOMEpPHOro WM
Cly4aliHOTO [JOCTyna K HHM, VHHUYTOXEHHs, HW3MEHEHHUs, OJIOKUPOBAHMSA, KOMUPOBAHHUS,
pacripoctpanerns 11/ 1 (M) HHBIX HETIPAaBOMEPHBIX NEHCTBHIA PpH UX 00paboTKe;

- YCTQHOBKAa M BBOJ B 3KCIUTyaTallMIO CPEACTB 3aLIUThl MHOOPMAILMH B COOTBETCTBHH C
SKCIUTyaTaLIMOHHON U TEXHUYECKON JOKYMEHTALUEeN K STUM CPEACTBaM,

- TMpPOBEPKa FOTOBHOCTH CPEICTB 3AIIUTHI HHPOPMALUK K HUCTIOIBb30BAHUIO C COCTABIEHHUEM
3aKJIFOUEHUN O BO3MOXKHOCTHU MX HKCIUTyaTallHy,

- pa3dupaTesabCTBO M COCTABIICHHE 3aKJIIOYEHUH 1O (paKkTaM HapyLISHHs yCJIOBHHA XpaHEHHS
Hocuteneil IIJlH, KOTOpble MOTyT NPUBECTH K HapylleHUro KoHpuaeHuuanpHocTH II/[H wnm
APYTUM HapYyIIEHHsIM, MPHUBOASIIAM K CHIDKCHHIO ypoBHs 3ammmeHHoctu [1/1H, paspabotky u
NPUHSATHE MEP MO MPEIOTBPALICHUIO BO3SMOKHBIX OMACHBIX MTOCIEACTBUN MOAOOHBIX HAPYILIECHHI,

4. OnucaHve MPUHATBIX MEP IOJUKHO OBbITh BKJIFOYEHO B YBEAOMIICHHE, MPENyCMOTPEHHOE
yacTeio 1 cTathu 22 @PenepanbHoro 3axkoHa oT 27.07.2006 Ne 152-®3 «O nepcoHaNbHBIX JAHHBIXY.

5. Ceenenus, npenycMmoTpenHble nyHkTamu 5, 7, 10 u 11 gactu 3 crateu 22 ®enepanpHoro
3akoHa oT 27.07.2006 Ne 152-®@3 «O mepcoHANbHBIX JAaHHBIX» TOJUKHBI OBITH MPENOCTABICHBI B
YIOJHOMOYEHHBIH OpraH 1o 3amure npas cyobekTos [1/1a (PockomMHan3op).

6. [Tonbzosarenu UCIT/IH 0Osi3aHbI;

- He pasriamarh HHQOPMALUIO, K KOTOPOH OHHU JIOMYIIEHBL,

- cobmonaTe TpeboBaHus k obecrieueHnro OesonacHoctu [1/1H;

7. Obecnieuenue (Qyukuonuporanus u OesomacHoctu MCII/IH  Bosnmaraercs Ha
OTBETCTBEHHOTO TOJIb30BATEIIS, UMEIOIIEro HeOOXOIUMBIN YPOBEHb KBAIU(UKALINY, HA3HAYAEMOTO
npukazoM 'AV3 TO «O6nactHOH 0(TanbMONOTHYECKUN AMCIAaHCep» (hajiee — OTBETCTBEHHBIH
MOJIb30BATEb).

8. OTBETCTBEHHbIE TOJB30BATENM JOJDKHBI HMEThb (PYHKUHOHAJbHbIE OOS3aHHOCTH,
pa3paboTaHHbIE B COOTBETCTBUU C HACTOSIIUMU TpeOOBaHUAMU.












UeHTUPHUKAIHA U ayTeHTU(HUKALHS CyOBEKTOB JOCTYIAa K OOBEKTOB AOCTYIIA,
yIpaBJIeHHE TOCTYNIOM CyOBEKTOB JOCTyMa K OObEKTaM IOCTYTIa;

3aIUTa MAIIMHHBIX HOCUTENIECH NePCOHAIBHBIX TaHHBIX

peructpanus coObITHI 0€30MacHOCTH,

AHTHBUPYCHAS 3aIUTA;

KOHTPOJTb (aHanu3) 3amuinennocty [1/1H;

3aIUTa TEXHUIECKUX CPEIICTB;

3amuTa HPOPMALMOHHOHN CUCTEMBI, €€ CPENICTB, CUCTEM CBSI3H U MEePeNavH JaHHBIX;
ynpaBieHne KoHpuUrypauueii WHPOPMALIMOHHOH CHCTEMBI M CHCTEMBl 3aIlUTHI

NEPCOHAJIbHBIX TaHHBIX.
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3. PykoBonurensM CTPYKTYpHBIX @OApa3fAeNeHui, ykasaHHbM B mm. 2.1 — 2.10
HACTOALIETO MPUKA3a OCYIIECTBIATH CIACAYOLIIUE JEHCTBU:

3.1.  O3HakOMHUTbL BBEpPEHHBIN BaM MePCOHAJ C HACTOSIIUM IIPUKA30M IO POCIHCh.

3.2, CxaH-KONHUHU JIUCTA O3HAKOMIIEHHUS C YKa3aHHBIMU B M. 3.1 COTpyIHUKAMU BIIO>KUTH
(mpukpenuTh) K qaHHOMy npukasy B cucreme D10 «bropokpar» B cpok o 15 oktsa6ps 2023 roga.

3.3. Ilocne BeIMOAHEHUs MyHKTAa 3.2 HACTOSAINErO IPUKa3a OPUTHHAIBI JIUCTOB
O3HAaKOMJIEHUs HallpaBUTh Aenonpoussoautento Conosanuenko Exarepune Cepreesne.

4. Henonpoussoautento  ConmoBamuenko  Exatepmne  CepreeBHe — oOecreduThb
BbINOJHEHUE n.0. 3.1 — 3.2 HacTosALero npukasa.
5. C MoMeHTa BCTYIUJIEHUS] B CHJIy HACTOSLIEro NMpuKa3a MpHU3HATh YTPATUBIIUM CHITY

npukaz ot 14.07.2015 r. Ne88 «O0 yTBepkneHun TpeOOBaHUI Mo oOecredeHnto Oe30MacHOCTH
MEePCOHANBHBIX JaHHBIX MPU UX 00paboTke B MH(POPMALMOHHON CHCTEME MEePCOHANbHBIX JaHHBIX
«OMVY»,

6. KoHTposib 32 UCTIONHEHHEM HACTOSIILErO MPHUKa3a BO3JIOKUTh HA HAYaJIbHHUKA OTIea
OpraHH3aLu{ MEIULHCKON TTOMOLIH.

I'naBHbI Bpau JLA. IIporonomnos



ITpunosxkenue Ne 1

YTBepKACHO

npukazoMm ['AY3 TO «ObaacTHOM

0(TaTBMOIOTHYECKIHA TUCTIAHCEP»
oT«__ » 2023 . Ne

TPEBOBAHMUSA
1o obecneyeHH 0 6€30MACHOCTH NMEePCOHAJbHBIX JAHHbBIX

NpHU UX 00padoTKe B HH(POPMALHMOHHOM CHCTeME MEePCOHAJILHBIX JAHHBIX
«OMY»

1. O0mue no10KeHus

1. ManHble TpeOoBaHus MO oOeCreueHHI0 OE30MaCHOCTH MEPCOHANBHBIX JAHHBIX MPH UX
obpaboTke B MHPOPMALTMOHHON CUCTEME MePCOHANBbHBIX NaHHBIX (nanee — UCITH) «OMY» 'AY3
TO «OOnactHoli o¢TanbMonoruueckuii nucnancep» (manee — TpeOosanusi) paspaboTaHbl Ha
ocHoBannu ®enepanpHoro 3akoHa ot 27 uronst 2006 r. Ne 152 ®3 «O nepcoHAIbHBIX NAHHBIXY,
IMocranoenenust IlpaButenvcrBa Poccuiickoii @enmepaumu ot 01.11.2012 Ne 1119 «O6
yTBepKIeHUN TpeOOBaHMI K 3allUTe MEePCOHAJBHBIX JaHHBIX Tpu ux o00padoTke B
UH(POPMALIMOHHBIX CHCTEMAaxX MEePCOHANBHBIX NaHHbIXY», [Ipukaza @®CTIK Poccum ot 18.02.2013
Ne 21 «O06 yrtBepknermn CocraBa M COAEP)KAHMS OPTAHMU3ALMOHHBIX U TEXHHYECKHX Mep 10
obecrieueHn0 O€30MaCHOCTH TMEPCOHANIBHBIX TaHHBIX NMPH HX 00padoTke B HMH(OPMALIMOHHBIX
CHCTEMaxX MEPCOHAIBHBIX TaHHBIX» M MOJAEIH yrpo3 Oe30MacHOCTH NEPCOHATBHBIX JAHHBIX MMPU UX
obpadotke B UCIT[IH «OMVY».

2. TpeboBaHUST  ONMpPEHENSIOT  COBOKYIIHOCTb  OPTaHMU3ALMOHHBIX M TEXHUYECKHX
MEPONPHUITHHA, HEOOXOMUMBIX IJIsi 0O€CIIeueHUsT 3aJaHHOTO YPOBHS 0€30MacHOCTH MEPCOHATBHBIX
nanHbix (manee — IIJIH) mpm mx obpaborke B HCII[IH «OMY» T'AY3 TO «ObnactHoii
o(TanbMONIOrnYeCKUl TUCTIAaHCEPY .

2. Opranu3anuoOHHbIE MepoNpUATHS N0 o0ecniedeHuIo 6ezonacuoctu I/1x

1. 3amaroTcst TpeOOBaHUS TO: OXpPaHE MOMEINEHWH, AOMYCKy JIML, BbIOOPY TEXHHUUECKUX
CPEACTB, UX PACIIOIOKEHHUIO B MOMEIIeHUAX. KpoMe Toro, 3aar0Tcst OMOIHUTEbHBIE TPEOOBAHMS
1o obecrneyeHn0 KOHPUIEeHIINATPHOCTH, HEJIOCTHOCTH U AoCTymHOCTH [1/1H.

2.K w4umcny wmep, HEOOXOAMMBIX W JOCTATOUHBIX JJIsi OOECIEYeHHs BBITIOJHEHUS
obsizanHOCTe [TAY3 TO «ObnacTHOM 0TaTbMOIOrHYECKHA AUCTIAHCEP» OTHOCATCS:

- Ha3HauY€HWe OTBETCTBEHHOTO 3a opraHusanuto odpadorku I1]1H;

- M3NaHue JOKYMEHTOB, omnpeaemssomux nomutuky ['AY3  TO  «ObnactHoi
oranemMonornyeckuil AuCNaHcep» B oTHomeHNH 00padotku I1/1H, JOKaIBHBIX aKTOB 1O BOMPOCAM
obpabotku I1/1H, a Takke JIOKAJIBbHBIX aKTOB, YCTAHABIMBAIOIIUX NMPOLEAYPHl, HANPABICHHBIC HA
MPENOTBpALlEHUEe M BbIABICHUE HApyLIEHWH 3akoHoaaTenbcTBa Poccuiickonn Penepanuy,
yCTpaHEHUe NOCIENCTBUN TAKUX HAPYIICHU,

- OCYLIECTBJICHHE BHYTPEHHErO KOHTPOJS u (MH) ayauta cooTBeTcTBUsl oOpadoTku I1/1H
DenepanbHOMy 3aKOHY «O TEPCOHATBHBIX MAHHBIX» W MPHHATBIM B COOTBETCTBUU C HHUM
HOPMAaTHUBHBIM NPaBOBBIM akTaM, TpebosanusM k 3ammre [1/1H, nomuruke TAY3 TO «ObnactHoi
orameMonoruyeckuii qucnancep» B otHomenun obpabotku [1J{H, gokampHbM akTam ['AY3 TO
«ObnacTHOH 0(TaNBMONIOTHYECKUN TUCTIAHCEPY;

- OILIEHKa Bpena, KOTOpbI MoxeT ObITh mpuuuHeH cyObekram I1JH B cinyuae HapyieHus
®enepanbHoro 3akoHa ot 27.07.2006 Ne 152-®3 «O mnepcoHalbHbIX JAHHBIX», COOTHOILIEHHE
ykazaHHOro Bpeaa u npunumMaembix I'AY3 TO «O6nactHol odrambMoNoOrudecKuii AucmaHcepy»
Mep, HalpaBlieHHbIX Ha O0€CledeHHe BBITIOJHEHUS OOSI3aHHOCTEH, MPeayCMOTPEHHBIX
®enepanbabiM 3aK0HOM OT 27.07.2006 Ne 152-@3 «O nepCOHANbHBIX TAHHBIXY;

- o3HakomiieHne padbotHukoB ['AY3 TO «Obnactaoil oTanbMONIOrHYecKUil TUCTIAHCEDY,
HETIOCPEACTBEHHO ocyuiecTBIsIomux obpaborky II/IH, ¢ TONOXKEHUSIMH 3aKOHONATENbCTBA
Poccutickoit @enepauuu o I1/In, B TomM umcne TtpeboBanusiMmu Kk 3amute [1/IH, mokyMeHTamu,
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onpenessromumu - monuTiky [T'AY3 TO «OOGnactHoil  0(TanbMOJIOrHYECKH IHCMAHCEP» B
otHomennn obpabotku I1/IH, nokanbHBIMM akTamu 1O Bompocam obOpadotku IIJIH, u (umm)
o0ydeHue yKa3aHHBIX pa0OTHUKOB;

- onpexnenenue yrpo3 0esonacHoctu [1/{H mpu ux obpadorke B UCII/H;

- MPUMEHEHHE OPTraHM3ALMOHHBIX M TEXHUYECKUX Mep IO O0ECIedeHHI0 Oe30MacHOCTH
IT1x npu ux obpadotke B MCII/IH, HeOOXOMUMBIX IJisi BbITIOJNHEHUs TpeboBaHuii k 3amute [1/1H,
UCTIOJIHEHHE KOTOPBIX obecreunBaeT ycTaHoBieHHbIe [IpaButenscrBom Poccuiickoit @enepannu
ypoBHHU 3awnuieHHocty [1/1H;

- MPHUMEHEHHE MPOIIEIINX B YCTAHOBICHHOM IOPSIAKE MPOLEAYPY OLEHKH COOTBETCTBHS
CPEACTB 3alIUThI UHPOPMALINY,

- oueHka 3((PeKTUBHOCTH MPUHUMAEMbIX Mep Mo obecrneuenuro OezomacHoctu [1JIH mo
BBOJA B sKcrutyatanuio UCIH;

- yd4eT MamMuHHBIX HOocutenen I1/1H;

- oOHapyskeHue (HPaKTOB HECAHKIIMOHUPOBaHHOTO noctyna K I1/[H u npunstue mep;

- BocctaHoBieHne [1J[H, MOOM(UIIMPOBAHHBIX WM YHHYTOXEHHBIX  BCIEICTBHUE
HECaHKLIMOHUPOBAHHOTO IOCTyIA K HUM,

- ycraHoBieHue mnpaBun pocryna kK II/IH, oOpaGareiBaembim B HCII[H, a Takke
obecreyeHneM PerucTpalny U y4eTa Beex aenctsuid, coepiunaembix ¢ [1J{n B UCI1/H;

- KOHTPOJIb 32 NMPUHHMAeMbIMH MepaMu Mo oOecrneueHmnto OesomacHocTH I1/IH 1 ypoBHs
sammmenHoctd UCITH.

3. Obecneuenne OeszomacHoctu IIJlH ¢ HCMOSB30BAaHMEM KPUNTOCPENCTB  IOJDKHO
OCYILECTBIISATHCS] B COOTBETCTBHH C:

- IIpukazom @DCB Poccum ot 09.02.2005 Ne 66 «OO0 yTBepxkAeHUH O pa3paboTKe,
NPOM3BOJCTBE, peATN3alUu W HKCIUTyaTalud MHu(POBAJIbHBIX (KPUNTOrpaQUUEcKux) CPencCTB
3amutsl nHGopMarwm» (ITonoxkenne ITK3-2005);

- IIpukazom ®CBh Poccuu ot 10 wurons 2014 r. Ne 378 «OO6 ytep:xknenun CocrtaBa u
CONEp’KaHUsI OpPraHU3ALMOHHBIX M TEXHUYECKMX Mep Mo obecrneueHuro 0e30macHOCTH
NEPCOHANBHBIX JAHHBIX MPH UX 00paboTke B MHPOPMAIIMOHHBIX CHCTEMAX MEPCOHAIBHBIX TAHHBIX
C HCIOJBb30BAHMEM CPEINCTB KpPUNTOrpadpuueckoi 3amuTbl HWHPOPMALNH, HEOOXOAMMBIX IS
BBITTOJIHEHHSI YCTaHOBJIEHHBIX lIpaButensctBoM Poccuiickoit @enepanun TpeOOBaHUN K 3aIluTe
NEPCOHAJBHBIX JAHHBIX U KAXKAOTO U3 YPOBHEH 3aLUIIEHHOCTHY,

- IIpukazom @AIICHU ot 13 mrons 2001 r. N 152 «O6 ytepxknenun MHCTpykumu 06
OpraHu3aLuy U obecrniedeHny 0€30MacHOCTH XpaHeHus1, 00pabOTKH 1 Iepeayn 1o KaHajaM CBSI3U C
UCTIOJb30BAHUEM CPEICTB KpUNITOrpaduuIecKoi 3amuTsl HHPOPMALUU C OTPAHMYEHHBIM JJOCTYIIOM,
HE cozepKalleil CBeACHUHN, COCTABIIOIINX FOCY AAPCTBEHHYIO TalHY»;

- Hacrosimmumu TpedoBaHUsAMU.

4. TAY3 TO «OGnacTHOH 0(TanbMOJIOTHUECKUN AHNCTIAHCEP» HECET OTBETCTBEHHOCTH 32
COOTBETCTBHE IPOBOIUMBIX UM MEPOIPHATHH IO OpPraHM3aLMU U OOECIeYeHHI0 Oe30MacHOCTH
obpabotku [1/IH ¢ MCTOMB30BAHUEM KPUNTOCPEACTB, JIMLEH3MOHHBIM TPEOOBAHUSM H YCJIOBHUSIM,
SKCIUTyaTALIMOHHON M TEXHMYECKOW IOKyMEHTALMH K KPUITOCPEACTBAM, a TAK)KE HACTOSIIUM
TpeboBanusiM.

5.1lpu sToM pnowkHa oOecnmeunBaThCs KOMIUIEKCHOCTh 3amuThl [1/[H, B TOM uuncie
NOCPEACTBOM IPUMEHEHHUST HEKPUNTOrpapUIECKUX CPECTB 3aLUTHI.

6. I[Ipu paspaboTke ¥ peanu3allid MEPONPHUSATHH IO OpraHu3alud U 00ECIEeYSHHIO
6e3omacuoctu [1/1H pu ux 06paboTke B MHPOPMAIMOHHOHN CHCTEME OCYIIECTBIISIETCS

- paszpadorka ansg UCIT/In mogenu yrpo3 0esonacHoctu [1/H mpu ux o6pabotke;

- pa3paboTka Ha OCHOBE MoneiH yrpo3 cuctemsl OezomacHocT [1J[H, oOecneunBaromeii
HEUTpaN3aLHIO BCEX MEPEUNCIECHHBIX B MOJEIH YTIPO3;

- ompeneieHne HEOOXOOUMOCTH HCIIONB30BAHMA KPUNTOCPEACTB Ul OOECTIeUeHHs
6esonacuoctu I1JIH u, B cilydae MOJNOKUTENLHOIO PEIICHUs, ONPENelIeHHe Ha OCHOBE MOMAECIH
yIpo3 ILeId HCIOJB30BAHUS KPUNTOCPEACTB it 3amutbl IIJ[H OT HempaBOMeEpHOrO WM



Cly4alfHOTO [JOCTyna K HHM, VHUYTOXEHHs, HW3MEHEHUs, OJIOKUPOBAHMSA, KOMUPOBAHHUS,
pacripoctpanerns I1/IH 1 (nm) HHBIX HETIPAaBOMEPHBIX NEHCTBHIA MPpH UX 00paboTKe;

- YCTAaHOBKA WM BBOJ B SKCIUIyaTallMIO CPENCTB 3aIlUThl HWHpopMammu (B TOM HHUCIE
KpUNTOrpaUueCKNX) B COOTBETCTBHM C 3KCIUTYaTALIOHHOW M TEXHHYECKOW MOKyMEHTalued K
STUM CpEACTBaM,

- TMPOBEPKa FOTOBHOCTH CPENCTB 3aIIUTHI HHPOpMALH (B TOM YHCIIE KPUIITOrpadUIECKUX )
K UCIOJIb30BAHHUIO C COCTABIIEHUEM 3aKJIFOUEHUH O BO3MOXHOCTH UX HKCILIyaTaluHy,

- MOSK3EMIULIPHBIA ~ y4€T  HCHOJB3YeMbIX  CPEACTB  3allUThl  WH(pOpManuy,
SKCIUTyaTALMOHHON M TEXHUYECKOW JOKyMEHTalUuu K HUM, Hocurenen 11/1H;

- KOHTPOJIb 32 COOJIFOACHNEM YCIOBUN MCTIOIB30BAHUS KPUIITOCPECTB, MPENy CMOTPEHHBIX
SKCIUTyaTaLMOHHON U TEXHUYECKON JOKYMEHTAaLUueH K HUM,

- pa3dupaTesabCTBO M COCTABIICHHE 3aKJIIOYEHUH 1O (haKTaM HapyLISHHs yCJIOBHHA XpaHEHHS
Hocuteneil II/IH, MCHONB30BaHUS KPUIITOCPEACTB, KOTOpPbIE MOIYT TPUBECTH K HapyLIEHHIO
koHpuaeHnnagpHocTH IIJIH WM APYrUM HAapyLIEHWsIM, NPHUBOISIIUM K CHIDKEHHIO YPOBHS
samumeHHocTd [1/1H, pa3pa®oTky U NMpHHATHE MEp MO MPEIOTBPAILEHHIO BO3MOXKHBIX OMACHBIX
MOCJIECTBHI MOJOOHBIX HAPYIIEHUIA;

- ONHMCAaHUE OPraHU3ALMOHHBIX M TeXHH4Yeckux Mep, kotopele 'AY3 TO «O6nactHOM
oranpMonOrnyeckuil TUCHaHcep» O00s3yeTCsl OCYINECTBJIATh MPH OOECIeYeHUH Oe30MacHOCTH
111 ¢ uCnoONB30BaHHEM KPUNTOCPEACTB MPU UX 00paboTke B MH(POPMALMOHHBIX CHCTEMAx, C
yKa3aHHEM B YaCTHOCTH:

- WHJEKCA, YCJIOBHOTO HAaMMEHOBAHMUsS U PErUCTPALUOHHBIX HOMEPOB HCIIOJIb3YyEMbIX
KPUIITOCPENCTB;

- COOTBETCTBHUSl Pa3MELIEHHMs] M MOHTa)Xa ammaparypsl U OOOpYyIOBAaHHUS, BXOISINErO B
COCTaB KPHIITOCPENCTB, TPeOOBaHMSAM HOPMATHUBHOW MOKYMEHTALMH W TpPAaBHJIAM I1OJIb30BAHHS
KPUIITOCPENCTBAMUY,

- COOTBETCTBUS TOMEIIEHHNH, B KOTOPOM pa3MelleHbl KPUITOCPEACTBA U XPaHUTCA
KJIF0UeBasl JOKYMEHTALMsl K HUM, HacTosmMM TpeOoBaHUSIM C ONMUCAaHMEM OCHOBHBIX CPEICTB
3aIIUTBL

7. OnucaHue NMPUHITBIX MEP AOJDKHO OBITh BKIIFOYEHO B YBEIOMIIEHHE, MPENYCMOTPEHHOE
yacTeio 1 cTathu 22 @eaepanbHoro 3axkoHa oT 27.07.2006 Ne 152-P3 «O nepcoHanbHBIX JAHHBIXY.

8. CeeneHus, npenycMoTpenHsle nyHkTamu 5, 7, 10 u 11 gactu 3 crateu 22 ®enepanpHoro
3akoHa oOT 27.07.2006 Ne 152-®@3 «O mepcoHANbHBIX JAHHBIX» TOJUKHBI OBITH MPENOCTABICHBI B
yYIOJHOMOYEHHBIH OpraH 1o 3amure npas cyobekTos [1/1a (PockomMHan3op).

9. IMonb3zosarenu UCIT/IH 0Os3aHbI;

- He pasriamarb HHPOPMALHIO, K KOTOPOI OHU JomyIieHsl, B ToM uucie I1/{H, cBenenus o
KPHUITOCPENICTBAX, KIFOUEBBIX TOKYMEHTAX K HUM U IPyTHX MEPax 3alluThl;

- cobmonate TpebomaHust kK obecrnedyenuro OesomacHoctu [IJ[H, TpeOoBaHuWs K
obecrieueHn0 OE30MaCHOCTH KPUIITOCPEACTB U KIIFOUEBBIX JOKYMEHTOB K HUM;

- coo0wAaTh O CTABIIMX MM H3BECTHBIMH MOMBITKAX MOCTOPOHHUX JIMI MOJYYHUTh CBEICHHS
00 MCMONB3yEeMBbIX KPUITOCPEACTBAX MIIH KITFOUEBBIX JOKYMEHTAaX K HUM;

- HEMEJUIEHHO YBEIOMJISITb OTBETCTBEHHOrO COTpyAHuKa 3a skciutyatauuio HMCII/IH,
OTBETCTBEHHOT'O 3a OPraHU3aLuI0 paboT mo kpunrtorpadudeckoit 3amure nHpopmMauuun o ¢axrax
yTpaThl WX HEJOCTAYU KPUNTOCPEACTB, KJIFOUYEBLIX JOKYMEHTOB K HUM, KJIIOUEH OT MOMELIEHUi],
XPaHWINIL, JIMYHBIX TNe4YaTe M O APyrux ¢akrax, KOTOPbIE MOTYT MPHBECTH K Pa3TIIAIlIEHHIO
zamuinaeMbix [T1H.

- cIaTb KPUIITOCPEACTBA, HKCIUIyaTALMOHHYI0 M TEXHUYECKYH JOKYMEHTAIMI0O K HUM,
KJIIOUEBble€ JOKYMEHTBI B COOTBETCTBUHM C TMOPSJAKOM, YCTAHOBJIEHHBIM  HACTOSIIUMU
TpeboBaHusIMH, NPH YBOJILHEHUH WJIM OTCTPAHEHHM OT HCIIOJIHEHHS OOSI3aHHOCTEH, CBA3AHHBIX C
HCIOJIb30BAHUEM KPUITOCPE/CTB,

10. O6ecrieuenne  ¢ynkuuonupoBanuss MCIIJIlH Bosmaraercs Ha  OTBETCTBEHHOTO
corpynauka 3a skcruyatanmo HMCIIJIH, HazHauaemoro mpukazoM ['AY3 TO «Obnactroii
o(ranpMoNOrnYeckuil AUCaHcep» (ajee — OTBETCTBEHHBIN COTPYIHHUK).



11. OTBeTCTBEHHBIE COTPYAHHKH HOJDKHBI HMETh (DYHKIHOHAJIbHbIE OOS3aHHOCTH,
pa3paboTaHHbIE B COOTBETCTBUU C HACTOSIIUMU TpeOOBaHUAMU.

12. Tlpu omnpeneneHuy OOS3aHHOCTENW TMOJL30BATENS] HEOOXOMUMO YYHMTBIBATH, YTO
6e3omacHocTh 00paboTku [1/IH ¢ UCTIONB30BaAHUEM KPUNITOCPEACTB 00ECTIeYNBACTCS

- cOOJIOIeHNEM TIOJIB30BATENSIMUA KPUNITOCPEACTB KOHPHUISHIIMAIBHOCTH NPU OOpaIieHun
CO CBEIEHHMSIMH, KOTOpPbIE MM JOBEPEHBI WM CTaJId HM3BECTHbI MO paboTe, B TOM 4YHCIE CO
CBENEHUSIMH O (PYHKLUMOHUPOBAHUM U TOpsiAKe oOecrnedeHns O€30MacHOCTH NPUMEHSEMBIX
KPHUITOCPENCTB M KIIFOYEBBIX JOKYMEHTaX K HUM,

- TOYHBIM BBITIOJHEHUEM TIOJB30BATENISIMA KPHUIITOCPENCTB TPeOOBaHUN K OOECTIEUeHHIO
6e3omacuoctu [1/1H;

- HAICGKHBIM XPaHEHHEM OSKCIUTyaTallMOHHOH ¢ TEXHUYECKOH JOKyMEHTaluH K
KPUNTOCPENCTBAM,  KJIOYEBBIX  JOKYMEHTOB, HOCUTeNell  HHQOpMAalUy  OrpaHHYCHHOTO
PacIpOCTPaHEHHS,

- CBOECBPEMEHHBIM BBIBJIEHHEM IIONBITOK IOCTOPOHHUX JIMI TMOJYYUTb CBENEHHS O
samumaembix [1/1H, 00 HCIONB3yeMbIX KPUITOCPENCTBAX MIIH KITFOUEBbIX JOKYMEHTAaX K HUM;

- HEMEeIUICHHBbIM MPUHATHEM Mep IO MPenyNPEKISHHUIO pa3riameHns 3amumaemerx [1/1H, a
TAK)K€ BO3MOJKHOW MX YTEYKH NMPH BBIIBICHUU (DAKTOB yTPaThl WJIM HENOCTAdUd KPHUITOCPENCTB,
KJIFOUYEBBIX JOKYMEHTOB K HUM, YIOCTOBEPEHH, MPOMYCKOB, KJIOYEH OT MOMEIIEHUH, XpaHWIHIL,
ceiipoB (MeTanmmmuecKkux mKkadoB), TMUHBIX €YaTEH U T.1L.

13. Jluna, odopmisiemMple Ha pabOTy B KauecTBE IMOJb30BaTeNell (OTBETCTBEHHBIX
COTPYAHUKOB), JMOJDKHBI OBITh O3HAKOMJIEHBI C HacTosSIUMH TpeOoBaHMsIMH W APYTHMH
JOKYMEHTaMH, PErIaMEHTHPYIOLIUMH OpraHu3auuio u odecneueHune OesonmacHocTr I1/IH mpu mx
obpaboTke B WHPOPMALMOHHBIX CHCTEMax TOJ TOMAMUCh M HECYT OTBETCTBEHHOCTH 3a
HecoOmoaeHne MU TpeOOBaHUI YKa3aHHBIX JOKYMEHTOB B COOTBETCTBHH C 3aKOHOIATEIHCTBOM
Poccutickont @enepanuu.

14.B coorBerctBuM ¢ TpeOoBaHUsIMH TocTaHOBNeHMsA llpaButensctBa Poccuiickoit
@eneparun ot 01.11.2012 Ne 1119 «O6 yTBepkaeHun TpeOOBaHUN K 3aILIUTE MEPCOHATBHBIX
OaHHBIX TpH UX o00paboTke B HMHOOPMALMOHHBIX CHCTEMaxX MEPCOHANBHBIX HaHHBIX» U
YCTaHOBJIEHHbIM ypoBHeM 3ammineHHoctu [1J{n, oOpabateiBaembix B MCIIJH «OMYVY»,
HEOOXOUMO BBITTOJIHEHHE CIEAYIOLINX TPEOOBAHHIA:

- KOHTPOJIb 3a BBINIOJIHEHHEM HACTOSIMUX 1peOOBaHWUN OpraHU3yeTcsi M IMPOBOIUTCS
komuccuei no samure 1111 He pexe 1 pasza B 3 rona;

- OopraHuzanus pekuMa odecreueHus: Oe30MacCHOCTH MOMEIICHUH, B KOTOPBIX pa3MelleHa
uH(}pOpMamoHHas cucrema, NPEMATCTBYOLIETO BO3MOKHOCTH HEKOHTPOJIUPYEMOTO
MPOHUKHOBEHUS MJIN MPEOBIBAHUS B 3THX NMOMEIICHUSIX JIUL, HE UMEIOIIHUX IpaBa AOCTyINa B 3TH
MIOMEIIECHNS;

- obecneueHune coxpanHoctu Hocurenei [1/1H,

- yTBepxkaeHue riaBHbIM BpadoM ['AYV3 TO «OO6nactHoli  OQpTaIbMONOrHYECKUN
OUCTIAHCEP» JOKYMEHTA, ONPEAeNAI0IIero MNepedeHb JHL, [A0CcTyn Kotopbix k  II/1H,
obpabaTbiBaeMbIM B WH(POPMAILMOHHON CHCTEME, HEOOXOAWM JUIsl BBITTOJHEHUS UMH CITY KEeOHBIX
(TpyIOBBIX ) OOSI3aHHOCTEI;

- WCNOJB30BAHUE CPENCTB 3aI(UThl HHOOPMALMH, NPOIISALUTNX TPOLEAYPY OLEHKH
COOTBETCTBUS TpeOOBaHUSIM 3akOHOAaTenbcTBa Poccmiickoit Denepanu B o0iaactu odecnieueHust
OesonmacHocTH WH(pOpMaLUU, B Cllydae, KOrga NMPHMEHEHHE TaKHX CPEeNCTB HEOOXOOMMO IS
HEUTpaIN3aLH aKTYaJIbHBIX YTPO3;

- Ha3Hau€HWe JOJDKHOCTHOrO Jjmna (paboTHHKA), OTBETCTBEHHOrO 3a o0ecnedeHue
6ezonacuoctu I1/{H B MHGOpMALIMOHHON CHCTEME,

- JOCTYII K CONEP’KaHHUIO 3JIEKTPOHHOTO KypHaJa COOOIIEHUI BO3MOXKEH HCKIFOUYHUTEIBHO
st TOJKHOCTHBIX Jivn (padotaukoB) [AV3 TO «ObnactHOl 0(TambMONOTHYECKUI TUCTIAHCEPY
WIA YIOJHOMOYEHHOIO JIMIA, KOTOPbIM CBEICHHs, COAEpIKAIHeCs B YKa3aHHOM JKypHAJe,
HEOOXOIMMBI IJIs1 BBITTOJTHEHMS CITy K€OHBIX (TPYIOBBIX) OOSI3aHHOCTEH.















- He JONYyCKaTb YCTAaHOBKU KIIOYEBBIX JOKYMEHTOB B JpyIH€ aBTOMAaTU3UPOBAHHBIC
paboune mMecTa.

2. Ilpy HEOOXOOMUMOCTH Tmepenayn MO TEXHUYECKHM CPEICTBAM CBSI3U  CIyKEOHBIX
cooOmeHnli  OrPaHWYEHHOrO0  JIOCTYMNa,  KACAIOIIMXCsl  OpraHu3aluu U o0ecredeHus
(YHKIMOHHPOBAHUS KPHUIITOCPEICTB, yKa3aHHbIE COOOIIEHUST HEOOXOOUMO NepenaBaTh TOJNBKO C
HCINONb30BaHUEM Kpunrocpencts. Ilepenaya mo TeXHUYECKUM CPEACTBAM CBA3H KPUNTOKIIOYEH HE
JOMYCKAEeTCs, 32 HCKIIOYEHUEM CIELHAJIbHO OPraHW30BAHHBIX CUCTEM C ACLEHTPAIN30BAHHBIM
CHAaOKEHHEM KPUITOKITFOYaMH.

3. Kpunrocpencrea, wucmnonb3yemble misi  oOecrneueHnss OezomacHoctu II[lH mpm  ux
00paboTke B MH(YOPMAIIMOHHBIX CHCTEMAax, MOUIEkKAT YYETy C HCIIOJIb30BAHHEM HHIECKCOB HIIH
YCJIOBHBIX HAUMEHOBAHHUI U PErUCTPALIMOHHBIX HOMEPOB.

4. IlepeueHb HWHAEKCOB, VYCJIOBHBIX HANMEHOBAHUNW M PETHCTPALMOHHBIX HOMEPOB
KpHUnTocpencTs onpenensercs PenepanpHoii ciysxboi 6ezonacnoctu Poccuiickoii @eneparum.

5. Ucnonp3yeMble WM XpaHUMBbIE KPHUNTOCPEACTBA, SKCIUIyaTaLlMOHHAass M TEXHUYECKas
JOKYMEHTAlUsl K HUM, KJFOYEBble AOKYMEHTHI MOMJIEXKAT MOdK3EMILIApHOMY ydery. Ilpu 3Tom
MIPOrpaMMHBIE KPUNTOCPEACTBA NOJIKHBI YUYUTHIBATLCS COBMECTHO C annapaTHbIMU CPEACTBAMH, C
KOTOPBIMH OCYINECTBJISIETCS] X IITaTHOE (PyHKUMOHMpOBaHUe. Ecin anmmapaTHble MM anmapaTHO-
MIPOrpaMMHBIE KPUNTOCPEACTBA MOAKIIOYAKTCA K CHCTEMHON IIMHE WIM K OJHOMY W3 BHYTPEHHHX
uHTep(eCcoB anmapaTHeIX CPENCTB, TO TAKUE KPHUITOCPEICTBA YUUTHIBAIOTCS TaK)KE€ COBMECTHO C
COOTBETCTBYIOLIMMU aNNapaTHbIMU CPEACTBAMHU.

6. EnuHnuneld MNOSK3eMIUBIPHOTO Yy4YeTa KJIOUYEBBIX [OKYMEHTOB CUMTAETCS KIHYEeBON
HOCHTEJIb MHOTOKPATHOT'O HCIIOJIb30BAHMS, KIFOUEBOH ONOKHOT. Ecnu OofnMH M TOT K& KIIOYeBOU
HOCHUTEJIb MHOTOKPAaTHO HCIHOJB3YKOT IJIsl 3alUCU KPUNTOKIIOYEH, TO €ro Kaxablid pa3 cienyer
PEruCTPUPOBATD OTHAEIBHO.

7. Bce mosydeHHBIE 3K3€MIUIIPBI KPUNTOCPEACTB, 3KCILUTyaTALIUOHHOW U TEXHUYECKOU
IOKYMEHTALMH K HUM, KJIFOUEBbIX JOKYMEHTOB IOJUKHbI OBITh BBIAAHBI IIOA PACIHUCKY B
COOTBETCTBYIOLIEM >KypHaIe MO3K3EMIULIPHOIO y4eTa MOJIb30BATENAM KPUNTOCPEACTB, HECYIIUM
MEePCOHAIBHYK) OTBETCTBEHHOCTD 3a UX COXPAHHOCTD.

8. Ecnnm  skcrulyaTaiuOHHOW M TEXHUYECKOW MAOKYMEHTAalMel K KPUITOCPEACTBaM
MIPEeNyCMOTPEHO NPUMEHEHUE PA30BbIX KJIFOUEBBIX HOCUTENEH WM KPUNTOKIIOYM BBOJAAT U XPAHAT
(Ha BeCcb CPOK MX NEHCTBUS) HEMOCPEACTBEHHO B KPUMNTOCPEACTBAX, TO TAKOH PA30OBbIM KITIOUEBOH
HOCHUTEJb WM 3JIEKTPOHHAsI 3aIIMCh COOTBETCTBYIOIIErO KPUITOKIIIOYA JOJIKHBI PETUCTPUPOBATHCS
B TEXHUYECKOM (ammapaTHOM) JKypHajie, BeOyIEeMCs HEMOCPENCTBEHHO II0JIb30BATENIEM
KPUNTOCPENCTB. B  TeXHWUeCKOM (ammapaTHOM) JKypHaJe OTPAKAlT TaKXKe JaHHbE 00
SKCIUTyaTalMd KPUNTOCPEACTB M APYTHe CBEAEHUs, NPEAYyCMOTPEHHBIE 3KCITYyaTallMOHHONW H
TEXHUYECKOH JOKyMeHTalue. B WHBIX Cly4asx TeXHUYeCKWH (ammapaTHbIi) KypHAJT Ha
KPHUIITOCPENICTBA HE 3aBOAUTCS (€CJIM HET MPSMBIX YKa3aHUH O ero BEACHWH B SKCILUTyaTaLlMOHHOM
WIA TEXHIYECKOW TOKYMEHTAITUH K KPUIITOCPEICTBAM).

9. Ilepenaya KpUNTOCPEACTB, HKCILUTYaTAMOHHOM M TEXHUYECKON NOKYMEHTALlUH K HUM,
KJIFOUYEBBIX JIOKYMEHTOB JOIYCKAETCsl TOJBKO MEXKIY MOJb30BATEISIMH KPUITOCPENCTB M (HIIN)
OTBETCTBEHHBIM 32 OpraHM3alMi padboT mo Kpunrorpaduyeckod 3ammure HHOOPMALUH TOJ
PacnucKy B COOTBETCTBYIOIIUX JKyPHAIAX MO3K3EMIUIIPHOIO yYeTa.

10. ITonp3oBaTenu KpUNTOCPEACTB XPAHAT WHCTAUIMPYHOLINME KPUNTOCPEANCTBA HOCHUTENH,
SKCIUTyaTaLMOHHYK U TEXHUYECKYH JOKYMEHTALUI0 K KPUINITOCPEACTBAM, KIFOYEBbIE JOKYMEHTHI B
mkadax (AUMKaxX, XPaHWININAX) WHIABUAYAIBHOTO IOJIb30BAHMS B YCJIOBHSX, HCKJIIOYAIOIINX
OECKOHTPOJIBHBIN TOCTYII K HUM, & TAK)KE MX HelpeIHaMEePEHHOE YHUUTOKEHHE.

11. Tlonb3oBaTeNnn KPUNTOCPEACTB MPEOYyCMATPUBAIOT TAaKKe pasfenpHoe Oe30macHoe
XpaHEHUE JACUCTBYIOUIUX M PE3EPBHBIX KJIKYEBBIX [JOKYMEHTOB, NPEIHA3HAYCHHBIX MJIs
MIPUMEHEHUS B CJIy4ae KOMIIPOMETaLUU AEHCTBYOIIUX KIFYEBbIX JOKYMEHTOB.

12. AnmapaTHble CpeAcTBa, C KOTOPBIMH OCYLIECTBISIETCS IITATHOE (PYHKIMOHUPOBAHHUE
KPHUITOCPENCTB, & TAKXKE amlapaTHbIe U allapaTHO-NPOrPaMMHBIE KPUIITOCPEICTBA JOJUKHBI ObITH
00OpyIOBaHbl CPEACTBAMH KOHTPOJISL 32 MX BCKPBITHEM (OIE4aTaHbl, OIUIOMOMpOBaHBI). MecTo
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OIeYaThIBaHUs (OTNIOMOMPOBAHUSI) KPUNTOCPEACTB, alMapaTHBIX CPEACTB IOJDKHO OBITH TaKuM,
9TOOBI €r0 MOXKHO OBUIO BH3YaJIbHO KOHTPOJHPOBATh. IIpu HaIMINM TEXHHMYECKOH BO3MOXKHOCTH
Ha BpeMsl OTCYTCTBHs TMOJBb30BATEJIECH KPHUNTOCPEACTB YKa3aHHbIE CPEACTBA HEOOXOAMMO
OTKJIFOYATh OT JINHUH CBSI3H U YOHPATh B OII€YaTHIBAEMBIE XPAHWIINIIA.

13. Kpunrocpencrsa u KIH0UEBbI€ JOKYMEHTBI MOTYT JOCTABISATHCS (PEeNbaberepcKoii (B TOM
Yrclie BEJOMCTBEHHOH) CBS3BIO MM CO crnernuainbHO BhigeneHHbIMH ['AY3 TO «ObnactHoi
oranpMoNOrnYecCKuil  AHMCMAHCEP»  OTBETCTBEHHbIM  3a  OpraHmsauuioo  pabor  mo
Kpuntorpadguyeckol 3amuTe Mpu COONIOACHUN Mep, UCKIIOYAOIINX OECKOHTPOJIbHBIA TOCTYN K
KPHUITOCPEICTBAM M KIIFOUEBBIM JOKYMEHTAM BO BPEMsI JOCTABKH.

14. DKCIUTyaTallMOHHYO0 U TEXHUYECKYI0 TOKYMEHTALUIO K KPUIITOCPEIACTBAM IOy CKAETCsI
NepechlIaTh 3aKa3HbIMH WA LIEHHBIMH TOYTOBBIMH OTIIPABIICHHUSIMH.

15. VHUUTOXKEHHE  KPUNTOKIIOYEeH  (MCXOMHOW  KJIFOYeBOW  WH(POPMAILMH)  MOMKET
MPOM3BOIUTBECS NyTeM (PU3NYECKOTO YHHUYTOXKEHUS KIIFOUEBOrO HOCHUTENS, Ha KOTOPOM OHH
pACIIONIOKEHBI, WM IyTeM CTHpaHus (pa3pyLIeHHs) KPUNTOKIIOYEH (MCXOMHOH KIIOYeBOH
uHpopmanmu) 0e3 MOBPEXKACHUS KIOYEBOro HOcUTeNs (ayisi oOecredeHus: BO3MOXKHOCTU €ro
MHOTOKPATHOTO MCIIOJIb30BAHMS).

16. KpunTokmoun (MCXOIHYIO KJIIOUEBYIO HWH(POPMALIMIO) CTHPAIOT MO TEXHOJIOTHH,
NPUHSATON Ul COOTBETCTBYIOLINX KIIFOYEBBIX HOCHUTENIEH MHOTOKPATHOTO MCIIOJIb30BAHUS (JTUCKET,
kommakT-1uckoB (CD-ROM), Data Key, Smart Card, Touch Memory u 1.11.). HenmocpencreeHHbIe
IEUCTBUS MO CTUPAHUIO KPUNTOKIIOUEH (MCXOTHOH KITF0UeBOi MH(POPMALIH), a TAKIKE BO3MOXKHbBIE
OTpaHWYEHUS HAa JajbHEHIIee MPUMEHEHHE COOTBETCTBYIOIIMX  KJIIOUEBBIX  HOCUTENEH
MHOTOKPATHOTO ~ UCIOJB30BAHUS  PETJIAMEHTHPYIOTCS  OKCIUTYaTALMOHHOM W TEXHUYECKOM
IOKYMEHTALMeH K COOTBETCTBYIOIIUM KPUNTOCPEACTBAM, a TAaKXK€ YKAa3aHMAMH OpraHU3alHy,
NPOM3BOIUBIIEH 3aNICh KPUNITOKIIOUEH (MCXOMHOM KIIFOUE€BOH HH(POPMALIHH).

17. KiroueBble HOCUTENN YHHUYTOXKAIOT IyTeM HAHECEHHs MM HEYCTPAHUMOTO (PU3UUECKOTO
MOBPEXKIACHUS, HMCKIIIOYAIOIEro BO3MOXKHOCTh HMX HCIIOJIb30BAHMS, & TAKXKe€ BOCCTAHOBIICHUS
KI04eBoi mHpopmaunu. HemocpeacTBeHHble NEHCTBHA MO YHUUYTOXKEHHIO KOHKPETHOTO THIIA
KJIFOYEBOTO HOCHUTEJNS PETJIAMEHTUPYIOTCS SKCIUTyaTAallMOHHOW U TEXHUYECKOH HOKYMEHTalMeHd K
COOTBETCTBYIOLIIUM KPUIITOCPEICTBAM, a TAKXKE YKA3aHUSIMHA OPTaHU3ALUH, IPON3BOIUBIIEH 3aITHCh
KPUNITOKITIOUEH (MCXOIHOM KITFoueBOoi nHpopmarimm).

18. bymaxkHble M IPOYHE CropaeMble KJIIOYEBbIE HOCUTENH, a TAKXKE HKCIUTyaTallUOHHAs U
TEXHUYECKast TOKYMEHTALUS K KPUIITOCPEICTBAM YHUUTOXKAECTCS MyTEM CKUTAHUS WIIN C TIOMOLIBIO
TF0OBIX OyMarope3aTebHbIX MAIllvH.

19. IlpuroaHble Aj1s1 AaNbHEMIIETO HUCMONb30BAHUSA Y3Jbl M AETAIH aNNapaTHBIX CPENCTB
o0mmero Ha3HA4YeHMs, HE TMpPEeIHA3HAUEHHbIE CIENHaJbHO JUIs AaNMapaTHOW peanu3alnuu
KPUNTOrpaQUUECKNX aJIrOPUTMOB WM HMHBIX (PYHKIUI KPHUNTOCPEICTB, & TAKXKE COBMECTHO
paboTaroliee ¢ KpUNTOCPEACTBAMU 000pyIOBaHNE (MOHUTOPBI, IPUHTEPHI, CKAaHEPHI, KJIABHATypa U
T.IL.), pPa3peliaeTcsi UCIOJIb30BATh IMOCHE YHHYTOXKEHUS KPUNTOCpencTB Oe3 orpanmdenuil. llpu
5TOM HH(pOpPMAIHs, KOTOPast MOXKET OCTABATBCS B YCTPOHCTBAX MaMsITH 000pynoBaHUs (HApUMep,
B MIPUHTEPAX, CKAHEPAX ), JOJKHA ObITh HAAEIKHO yaalieHa (CTepTa).

20. KiroueBble OKYMEHTBI JOJDKHBI OBITh yYHHUYTOXEHBI B CPOKH, VKa3aHHbIE B
SKCIUTyaTALMOHHON W TEXHUYECKOW TOKYMEHTAllMU K COOTBETCTBYIOLINM KpHnrTocpencTsam. Eciu
CPOK YHHMYTOXKEHHUS HKCIUTyaTAllMOHHOW M TEXHWYECKOH MOKYMEHTAled He YCTaHOBIIEH, TO
KJIFOUEBbIE JOKYMEHTBI JOJDKHBI OBITh YHHUYTOXEHbI He mo3fgHee 10 CyTOK mocie BbIBOAA UX U3
nercTBUs (OKOHYAHUS CpPOKa IeHCTBHsA). PakT YHHUITOXKEHUS OPOPMIIAETCS B COOTBETCTBYIOLIHX
JKypHaJax IMO3K3EMIUIIPHOTO y4yera. B 3TH jke CPOKHM C OTMETKOH B TEXHHYECKOM (armapaTHOM)
JKypHaje TMOUIeKAT YHUYTOXKEHHIO pa30BbIe KIIOUEBbIE HOCHUTENH W paHee BBEIACHHAS W
XpaHAIAsACS B KPHUITOCPEACTBAX MM HMHBIX JOMOJIHUTENBHBIX YCTPOHCTBAaX KIIOUEBas
uH(pOpMaLUs, COOTBETCTBYIOINAS BBIBEACHHBIM W3 ACHCTBUS KPUNTOKIIOYAM, XPaHAIINECS B
Kpunrorpa@uyecky 3allMIICHHOM BUAE JaHHbIE CleayeT repemndpoBatb Ha  HOBBIX
KPHUNTOKJIIOYAX.
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21. KiroueBble JOKYMEHTBI YHUYTOXKAIOTCSA JHOO TOJIB30BATENSIMUA KPUITOCPEACTB, JHOO
OTBETCTBEHHBIM 3a OpraHM3alUiI0 paboT Mo KpunTorpadU4eckod 3amuTe IMOA PACIUCKy B
COOTBETCTBYIOLIUX JKypPHAJAX MOIK3EMIUBIPHOTO yueTa, a YHHYTOXEHHe OoJibmoro odbpema
KJIFOYEBBIX JTOKYMEHTOB MOXKET OBbITh OOpMIIEHO akTOM. I1pH 3TOM MOIBb30BaTENAM KPUIITOCPEICTB
pasperraercsi yHHUTOXKaTh TOJBKO HCIOJB30BAHHBIE HEMOCPEACTBEHHO MMHU (MpenHa3HAUYCHHBIE
IUI HAX) KpUNTOKIIOUH. [locne yHHYTOXKEHUS TIOJIb30BATENN KPUIITOCPEACTB JOJDKHBI YBEIOMUTD
00 3TOM MHCBMEHHO OTBETCTBEHHOI'O 32 OPTaHMU3aLMUI0 paboT Mo Kpunrorpaduyeckoi 3amure s
CIUCAHUS YHUYTOKEHHBIX TOKYMEHTOB C UX JINLIEBBIX CUETOB.

22. YHUUTOXKEHHE MO aKTy MPOU3BOJUT KOMUCCHS B COCTaBE€ HE MEHEE NBYX 4YEJIOBEK W3
YHUCJIa JIUL, AOMYUIEHHBIX K MOJIB30BAHUIO KPUNITOCPEACTB. B akTe yKa3bIBaeTCs, YTO yHUYTOKAETCS
U B KaKkOM KonudecTBe. B KOHIE akTa aenmaercss MTOromasi 3amuch (IUdpamMu U MPOIHUCHIO) O
KOJIMYEeCTBE HAUMEHOBAHUM M  OK3EMIUIIPOB  YHHYTOXKAEMBIX  KIIIOUEBBIX  JTOKYMEHTOB,
WHCTAUTMPYIOLIUX  KPUNTOCPEACTBA  HOCHUTENICH,  JKCIUIyaTallMOHHOM U TEXHUYECKOM
IOKyMEHTaluH. McrpaBieHusi B TEKCTE aKTa IOJIKHBI OBITH OrOBOPEHBI U 3aBEPEHBI MOIIUCSIMHU
BCEX YJIEHOB KOMHCCHUH, NMPUHUMABIIUX y4acTHe B YHUUTOKeHUU. O NMPOBEAEHHOM YHUUYTOXXEHUU
JENAKTCS OTMETKH B COOTBETCTBYOIINX Ky PHANIAX MO3K3EMIUIIPHOIO y4eTa.

23. Kpuntokmouy, B OTHOUIEHWH KOTOPBIX BO3ZHUKIO MOAO3PEHHE B KOMIPOMETALMH, a
TAKXKe NEHCTBYIOIINE COBMECTHO C HUIMH JIPyTHe KPUITOKIIOUN HEOOXOIUMO HEMEIJIEHHO BbIBECTH
U3 JEHCTBUs, €CIM MHOM MOpPSAAOK HE OrOBOPEH B SKCINIYaTallMOHHOM M TEXHUYECKOH
JOKYMEHTALUU K KPUITOCPEACTBAM.

24. O HapylleHHUsX, KOTOpble MOIYT MPUBECTH K KOMIPOMETAIMM KPUITOKIIOUEH, X
COCTaBHBIX 4YacTell WM TepedaBaBIIMXCs (XpaHsIuXCcs) ¢ UX wucnojb3oBaHueMm [1/1H,
MOJIb30BATE I KPUNTOCPENCTB OOsI3aHBI COOOIIATh OTBETCTBEHHOMY 33 OpPTraHHM3alMio padoT o
kpunrorpaduueckoii 3amure u (un) FAY3 TO «O6nacTHOM 0P TaTbMOIOTHUYECKHIA JUCTTAHCEPY .

25. OcMOTp KJIFOUEBBIX HOCUTENEH MHOMOKPAaTHOIO UCIOIb30BAHUS TOCTOPOHHUMHU JIMLIAMU
HE ClIelyeT pacCMaTpUBaTh KakK MOAO3PEHUE B KOMIIPOMETALMM KPUNTOKIIOYEH, €CIU MPU 3TOM
UCKJTIOYAJIaCh BO3MOXKHOCTh X KOMHMPOBAHMUS (UTCHUS, PA3MHOKEHHS).

26. B cnydasx Henocmadd, HENPEOBSBICHUS KJKOYEBBIX JOKYMEHTOB, a Takxke
HEONPEIEIEHHOCTH UX MECTOHAXOKIAEHUSI IPUHUMAIOTCS] CPOYHBIE MEPBI K UX PO3BICKY.

27. MeponpusTuss MO PO3BICKY M JIOKAJU3aLUU TMOCAEACTBUI KOMIOPOMETALUU KIFOUYEBBIX
NOKYMEHTOB opraHusyer u ocyiectisier ['AY3 TO «O6GnactHoit odTanbMonorudeckuii
JUCIIAHCEPY .
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05 okTsab6ps 2023 r. Ne 164


ОбоскаловаНС
05 октября 2023 г.                                                                                                     № 164


ITpunosxenue Ne 1

YTBepKACHO

npukazoMm ['AY3 TO «ObaacTHOM

0(TaTBMOIOTHYECKIHA TUCTIAHCEP»
OT«__ » 2023 1. Ne

TPEBOBAHUA
1o obecneyeHH 0 6€30MACHOCTH NMEePCOHAJbHBIX JAHHbBIX
npu ux oopadorke B HHPOPMALMOHHOI CHCTeMe NMEePCOHATbHbBIX JAHHbIX
«byxranrepckuil H KAApOBbIH y4eT»

1. O0mue no1oKeHus

1. JlanHble TpeOoBaHUs MO OOECMEUEHUIO OE30MaCHOCTH MEPCOHAIBHBIX JaHHBIX MPU
ux o0paboTke B WHPOPMALMOHHOW CHCTeMe TMepCOHaNbHbIX nmaHHbIX (mamee — WCIIIH)
«byxranrepckuii u kanposbiii yue™» ['AY3 TO «ObnactHON 0O(TaIbMONOTHYECKUN TUCTAHCEPY
(manee — Tpebosanusi) pa3padoTanbl Ha ocHOBaHUU DenepaapbHOro 3akoHa ot 27 urojs 2006 r. Ne
152 @3 «O nepcoHanbHBIX AaHHBIX», [locTanoBnenus Ilpasurensctsa Poccuiickoit @enepaunu ot
01.11.2012 Ne 1119 «O0 yTBepkaeHnn TpeOOBAaHUI K 3alIMTE MEPCOHANBHBIX JAHHBIX MPU UX
00paboTke B WH(POPMALMOHHBIX CHUCTEMAax MePCOHAJbHBIX NaHHBIX», [Ipukaza ®CTIK Poccumn
ot 18.02.2013 Ne 21 «O06 yTBep:knennn CocraBa M COAEpIKaHUS OPTaHU3ALMOHHBIX U TEXHUYECKUX
Mep mo obecreueHHIO O€30MacHOCTH MEPCOHANBHBIX JaHHBIX TMpu HXx oOpaboTke B
UHQOPMALIMOHHBIX CHUCTEMaxX IEPCOHAJBHBIX JAHHBIX» M MOAENH Yrpo3 0e30macHOCTH
NEePCOHANBHBIX AaHHBIX MpH ux 0dpadorke B UCIIAn «byxraarepckuii U KaApOBbIA yueT».

2. TpeboBaHust ONpenensiFoT COBOKYIHOCTh OPTaHM3AaLMOHHBIX M TEXHHUYECKUX
MEPONPHUITHHA, HEOOXOMUMBIX IJIsi 0O€CIIeueHUsT 3aJaHHOTO YPOBHS 0€30MacHOCTH MEPCOHATBHBIX
nanHbIx (nanee — [1/IH) mpu ux obpaborke B MUCII[IH «byxrantepckuii u kaaposeiii yuery ['AY3
TO «O6nacTHOI 0TaTBMONOTHIECKUN TUCTIAHCEPY .

2. Opranu3anuoOHHbIE MeponpUATHS M0 o0ecniedeHuIo 6esonacuoctu I/1x

1. 3anaroTcs TpeOOBaHMS 110 OXpaHe MOMEIEHHH, AOMYCKY JIUL, BBIOOPY TEXHUYECKHX
CPEACTB, UX PACIIOIOKEHHUIO B MOMEIIeHUAX. KpoMe Toro, 3aar0Tcst OMOIHUTEbHBIE TPEOOBAHMS
1o obecrneyeHn0 KOHPUIEeHIINATPHOCTH, HEJIOCTHOCTH U AoCTymHOCTH [1/1H.

2. K umcnmy mep, HEOOXOOUMBIX M JOCTATOUHBIX sl OOECIEUEHHUsS] BBITIOJHEHUS
obsizanHOCTe [TAY3 TO «ObnacTHOM 0TaTbMOIOrHYECKHA AUCTIAHCEP» OTHOCATCS:

- Ha3HauYeHUe OTBETCTBEHHOIO 3a opraHusanuto odpadorku I1]1H;

- W3NaHue JOKYMEHTOB, omnpeaemssomux nomutuky ['AY3  TO  «ObnactHoi
oranemMonornyeckuil AuCNaHcep» B oTHomeHNH 00padotku I1/1H, JOKaIBHBIX aKTOB 1O BOMPOCAM
obpabotku I1/1H, a Takke JIOKAJIBbHBIX aKTOB, YCTAHABIMBAIOIIUX NMPOLEAYPHl, HANPABICHHBIC HA
MPENOTBpALlEHUEe M BbIABICHUE HApyLIEHWH 3akoHoaaTenbcTBa Poccuiickonn Penepanuy,
yCTpaHEHUe NOCIENCTBUN TAKUX HAPYIICHU,

- OCYLIECTBJICHHE BHYTPEHHErO KOHTPOJS u (W) ayauta cooTBeTcTBHsi oOpadoTtku I1/1H
DenepanbHOMy 3aKOHY «O TEPCOHATBHBIX MAHHBIX» W MPHHATBIM B COOTBETCTBUU C HHUM
HOPMAaTHUBHBIM NPaBOBBIM akTaM, TpebosanusM k 3ammre [1/1H, nomuruke TAY3 TO «ObnactHoi
oprameMonoruyeckuii qucnancep» B otHomenun obpadotku [1/{H, gokampHbM akTam ['AY3 TO
«ObnacTHOH 0(TaNBMONIOTHYECKUN TUCTIAHCEPY;

- OILIEHKa Bpena, KOTOpbI MoxeT ObITh mpuuuHeH cyObektam I1JH B cinydae HapyuieHus
®enepanbHoro 3akoHa ot 27.07.2006 Ne 152-®3 «O mnepcoHalbHbIX JAHHBIX», COOTHOILIEHHE
ykazaHHOro Bpeaa u npunumMaembix I'AY3 TO «O6nactHol odrambMoNoOrudecKuii AucmaHcepy»
Mep, HalpaBlieHHBIX Ha O0€CledeHHe BBITIOJHEHUS OOSI3aHHOCTEH, MPeayCMOTPEHHBIX
®enepanbabiM 3aK0HOM OT 27.07.2006 Ne 152-@3 «O nepCOHANbHBIX TAHHBIX)

- o3HakomiieHne padbotHukoB ['AY3 TO «Obnactaoil oTanbMONIOrHYecKUil TUCTIAHCEDY,
HETIOCPEACTBEHHO ocyuiecTBsIomux obpaborky II/IH, ¢ TONOXKEHUSIMH 3aKOHONATENbCTBA
Poccutickoit @enepauuu o I1/In, B TomM umcne tpeboBanusimu Kk 3amute [1/IH, mokyMeHTamu,
onpenessromumu - monuTky ['AY3 TO «OOnactHOi 0(TambMOJIOrHYECKH IHCMAaHCEp» B
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otHomeHnn obpaborku I1/IH, nokanbHbIMM akTamMu 1O Bompocam obpadorkm ITJIH, m (umm)
o0ydeHue yKa3aHHBIX pa0OTHUKOB;

- onpexnenenue yrpo3 0esonacHoctu [1/{H mpu ux obpadorke B UCII/H;

- MPUMEHEHHE OPTraHM3ALMOHHBIX M TEXHUYECKUX Mep IO O0ECIedeHHI0 Oe30MacHOCTH
ITTx npu ux obpadorke B MCII/IH, HeoOXOMUMBIX IJist BbITIOJNHEHUs TpeboBanuii k 3amute [1/1H,
UCTIOJIHEHHE KOTOPBIX obecreunBaeT ycTaHoBieHHbIe [IpaButenscrBoMm Poccuiickoit @enepannu
ypoBHHU 3amnuieHHocTy [1/1H;

- MPHUMEHEHHE MPOIIEIIINX B YCTAHOBICHHOM IOPSIAKE MPOLEAYPY OLEHKH COOTBETCTBHS
CPEACTB 3alIUThI HUHPOPMALINY;

- oneHka 3((PeKTUBHOCTH NPUHUMAEMbIX Mep Mo obecrneuenuro OezomacHoctu [1JIH mo
BBOJA B sKcrutyatanuo UCIH;

- yd4eT MamMuHHBIX HOocutenen I1/1H;

- oOHapyskeHue (HaKTOB HECAHKIIMOHUPOBaHHOTO noctyna K I1/{H u npunstue mMep;

- BoccraHoBieHne [1J[H, MOOM(UIMPOBAHHBIX WM YHHYTOXEHHBIX  BCIEICTBHE
HECaHKLIMOHUPOBAHHOTO AOCTYIA K HUM,

- ycraHoBieHue mnpaBua pocryna kK II/IH, oOpaGareiBaembiM B HCII[H, a Takke
obecreyeHneM perucTpalny U y4eTa Beex aeictsui, coepiunaembix ¢ [1J{n B UCI1/H;

- KOHTPOJIb 32 NMPUHMMAeMbIMH MepaMu Mo oOecrneueHnto OesomacHocTH I1/IH 1 ypoBHs
sammmenHoctu UCITH.

3. Obecnieuenue OesomacHocTH IIJIH C HCHONMB30BAHHMEM KPUITOCPEACTB OOJIKHO
OCYILECTBIISATHCS] B COOTBETCTBHH C:

- IIpukazom @DCB Poccum ot 09.02.2005 Ne 66 «OO0 yTBepxkAeHUH O pa3paboTKe,
NPOM3BOJCTBE, peATN3alUu W HKCIUTyaTalud MHu(POBAJIbHBIX (KPUNTOrpaQUUEcKux) CPencCTB
3amutsl nHGopMarwm» (ITonoxkenne ITK3-2005);

- IIpukazom ®Cb Poccum ot 10 mrons 2014 r. Ne 378 «O6 yreepxknennn CocraBa u
CONEp’KaHUsI OpPraHU3ALMOHHBIX M TEXHUYECKMX Mep Mo olbecrneueHuro 0e30macHOCTH
NEPCOHANBHBIX JAHHBIX MPH UX 00paboTke B MHPOPMAIIMOHHBIX CHCTEMAX MEPCOHAIBHBIX TaHHBIX
C HCIOJBb30BAHMEM CPENCTB KpUNTOrpadpuueckoi 3amuTbl HWHPOPMALNH, HEOOXOIMMBIX IS
BBITTOJIHEHHSI YCTaHOBJIEHHBIX lIpaButensctBoM Poccuiickoit @enepanun TpeOOBaHUN K 3aIluTe
NEPCOHABHBIX JAHHBIX U KAXKAOTO U3 YPOBHEH 3aLUIIEHHOCTHY,

- IIpukazom @AIICHU ot 13 mrons 2001 r. N 152 «O6 ytepxknenun MHCTpykumu 06
OpraHu3aLuy U obecrniedeHny 0€30MacHOCTH XpaHeHus1, 00pabOTKH 1 Iepeayn 1o KaHajaM CBSI3U C
UCTIOJIb30BAHUEM CPEICTB KPUNITOrpaduuIecKoi 3amuTsl HHPOPMALMU C OTPAHMYEHHBIM JJOCTYIIOM,
HE cozepKalleil CBeACHUH, COCTABIIIOIINX FOCY AAPCTBEHHYIO TalHY»;

- Hactosimumu TpeboBaHusAMU.

4. I'AY3 TO «O6nacTHO!H 0pTaNbMOJOTHUECKUI TUCTIAHCEP» HECET OTBETCTBEHHOCTH
32 COOTBETCTBHE MPOBOIUMBIX UM MEPONPHUATHI MO OpraHU3alMyu U OOECTIEUEHHI0 0€30MacHOCTH
obpabotku I1/IH ¢ BCrIONB30BaHUEM KPHINTOCPENCTB JIMLEH3HOHHBIM TPEOOBAHHUSM U YCIIOBHUSM,
SKCIUTyaTAIMOHHON M TEXHMYECKOW INOKyMEHTALMH K KPUITOCPEACTBAM, a TAK)KE HACTOSIIUM
TpeboBanusM.

5. IIpn 3TOM nmoOKHA OOecTeYnBaTbCS KOMIUIEKCHOCTh 3amuthl I1/IH, B TOM umcie
MOCPEICTBOM IPUMEHEHHUST HEKPUNTOrpapUIECKUX CPECTB 3aLUTHI.

6. IIpn pa3paboTke W peanu3aluyl MEPONPUATHH MO OpraHM3alud M O00eCHeueHHIO
6e3omacuoctu [1/1H mpu ux 06paboTke B MHPOPMAIMOHHOHN CHCTEME OCYIIECTBIISIETCS

- paszpadorka ans UCIT/In mogenu yrpo3 0esonacHoctu [1/H mpu ux o6pabotke;

- pa3paboTka Ha OCHOBE MoneiH yrpo3 cuctemsl Oe3zomacHocT [1][H, oOecneunBaromeii
HEUTpaIN3aLHIO BCEX MEPEUNCIECHHBIX B MOJEIH YIPO3;

- ompeneieHne HEOOXOOUMOCTH HCIIONB30BAHMA KPUNTOCPEACTB Ul OOECTIeUeHHs
6ezonacuoctu I1JIH u, B cilydae MOJNOKUTENLHOIO PEIICHUs, ONPENeNIeHHe Ha OCHOBE MOMACIH
yIpo3 ILeId HCIOJB30BAHUS KPUNTOCPEACTB it 3amutbl IIJ[H OT HempaBOMeEpHOrO WM
ClydyaliHOrO [OCTyna K HHM, VHUYTOXEHHs, HW3MEHEHHUs, OJIOKUPOBAHMSA, KOMUPOBAHHUS,
pacripoctpanenns 11/ 1 (1) HHBIX HETIPAaBOMEPHBIX NEHCTBHIA MpH UX 00paboTKe;



- YCTAaHOBKA WM BBOJ B SKCIUIyaTallMIO CPENCTB 3aIlUThl HWHpopMamuu (B TOM HHCIE
KpUNTOrpaUueCKNX) B COOTBETCTBHM C 3KCIUTYaTALIOHHOW M TEXHHYECKOW MOKyMEHTalued K
STUM CpEACTBaM,

- TMpPOBEpKa FOTOBHOCTH CPENCTB 3aIIUThI HHPOpMALMH (B TOM YHCIIE KPUIITOrPadUIECKUX )
K UCIIOJIb30BAHHUIO C COCTABJIEHUEM 3aKJIFOUEHHUH O BO3MOXHOCTH UX HKCILTyaTaluHy,

- MO3K3EeMIUIIPHBIL ~ y4eT  HUCIOJB3yEeMbBIX CPEICTB  3alllUThI uH(popmanuy,
SKCIUTyaTALMOHHOM M TEXHUYECKOW JOKyMEHTalUuu K HUM, Hocurenen 11/1H;

- KOHTPOJIb 32 COOJIFOACHNEM YCIOBUN MCMIOIB30BAHUS KPUIITOCPECTB, MPENy CMOTPEHHBIX
SKCIUTyaTaLIMOHHON U TEXHUYECKON JOKYMEHTAaLueH K HUM,

- pa3dupaTesabCTBO M COCTABIICHHE 3aKJIIOYEHUH 1O (haKTaM HapyLISHHs yCJIOBHHA XpaHEHHS
Hocuteneil II/IH, MCHONB30BaHUS KPUIITOCPEACTB, KOTOpPbIE MOIYT MPUBECTH K HapyLIEHHIO
koHpuneHnnanpHOCTH IIJ[H WM APYrUM HAapyLIEHHsIM, NPHUBOISIIUM K CHIDKEHHIO YPOBHS
samumeHHocTd [1/1H, pa3paboTky W NMpUHATHE MEp MO MPEIOTBPAIIEHHIO BO3MOXKHBIX OMACHBIX
MOCJIECTBHI MOJOOHBIX HAPYIIEHUIA;

- ONHCAaHUE OPraHU3ALMOHHBIX M TeXHH4Yeckux Mmep, kotopele 'AY3 TO «O6nactHOM
oraneMonornyeckuil [ucnaHcep» 00s3yeTcsl OCYIIECTBJIATh MPH OOECIeYeHUH Oe30MacHOCTH
IITH ¢ WUCHONB30BAHHEM KPUNTOCPEACTB MPU HUX 00paboTke B MH(POPMALMOHHBIX CHCTEMAax, C
yKa3aHHEM B YaCTHOCTH:

- WHAEKCA, YCJIOBHOTO HAaUMEHOBAaHMUsS U PErUCTPALIUOHHBIX HOMEPOB HCIIOJb3YyEMBbIX
KPUIITOCPENCTB;

- COOTBETCTBHUSl Pa3MELIEHHMs] M MOHTaXka ammaparypsl U OOOpYyIOBaHHUS, BXOISINErO B
COCTaB KPHIITOCPENCTB, TPeOOBaHMSAM HOPMATHUBHOW MOKYMEHTALMH W TpPAaBHJIAM I1OJIb30BAHHS
KPUIITOCPENCTBAMUY,

- COOTBETCTBUS IOMEIIEHUNH, B KOTOPOM pa3MelleHbl KPUIITOCPEACTBA U XPaHUTCSA
KJIFOUeBasl JOKYMEHTALMsl K HUM, HacToSIHMM TpeOOoBaHUSIM C ONMHUCAaHMEM OCHOBHBIX CPEICTB
3aIlUTBL

7. Onncanue TPHUHATBIX Mep [OUKHO OBITh BKIKOYEHO B YBEAOMIICHHE,
nMpenycMOTpeHHOe YacTeio 1 crateu 22 ®enepanbHOro 3akoHa ot 27.07.2006 Ne 152-®3 «O
MEPCOHANBHBIX JaHHBIX).

8. Csenenusi, npeaycMoTrpeHHble nyHkramu S5, 7, 10 u 11 uvactu 3 crarbu 22
®enepanbHoro 3akoHa ot 27.07.2006 Ne 152-®@3 «O mnepCOHaNbHBIX NAHHBIX» JOJIKHBI OBITH
MPEIOCTABIIEHBI B YIIOJJTHOMOYEHHBIN OpraH 1o 3amuTte npas cyobrekTos [1/]H (Pockomuaazop).

9. Ionw3zoBarenu UCIT/IH 00s3aHbI:

- He pasriamarb HHPOPMALHIO, K KOTOPOI OHU JomyieHsl, B ToM uucie I1/{H, cBenenus o
KPUIITOCPENCTBAX, KIIFOUEBbIX JOKYMEHTaX K HUM U APYTUX Mepax 3allUThbL;

- cobmonate TpebomaHuss K obecrnedyenuro OesomacHoctu [IJ[H, TpeOoBaHuWs K
obecrieueHnI0 OE30MaCHOCTH KPUIITOCPEACTB U KIIFOUEBBIX JOKYMEHTOB K HUM;

- coo0wAaTh O CTABIIMX MM H3BECTHBIMH MOMBITKAX MMOCTOPOHHUX JIMI MOJYYHUTh CBEICHHS
00 MCTONB3yeMBIX KPUITOCPEACTBAX MIIH KITFOUEBBIX JOKYMEHTAaX K HUM;

- HEMEJUIEHHO YBEIOMJISITb OTBETCTBEHHOrO COTpyAHuKa 3a skciutyatauuro HMCII/IH,
OTBETCTBEHHOT'O 3a OPraHU3alui0 paboT mo kpunrtorpadpudeckoit 3amure nHpopmMauuun o ¢axrax
yTpaThl WIN HEAOCTAYU KPUNTOCPEACTB, KJIFOUYEBbIX JOKYMEHTOB K HUM, KJIIOUeH OT MOMELIEHUil,
XPaHWINII, JIMYHBIX TNe4YaTed M O APyrux (¢akrax, KOTOPbIE MOTYT MPHBECTH K Pa3TIIAIlEHHIO
zamuinaeMbix [T

- cIaTb KPUIITOCPEACTBA, HKCIUIYaTALMOHHYI0 M TEXHUYECKYH0 JOKYMEHTAIMI0O K HUM,
KJIIOYEBble JOKYMEHTBI B COOTBETCTBUHM C TOPSJAKOM, YCTAHOBJIEHHBIM  HACTOSILIUMU
TpeboBaHusIMH, NPH YBOJILHEHNH WJIM OTCTPAHEHHM OT MCIIOJIHEHHS OOSI3aHHOCTEH, CBA3AHHBIX C
HCIOJIb30BAHUEM KPUITOCPE/CTB,

10. Obecnieuenne ¢ynkuuonnposanus HMCII/IH BosnaraeTcss Ha OTBETCTBEHHOTO
corpynauka 3a skcruyatanmo HMCIIJIH, HazHawaemoro mpukazoM ['AY3 TO «Ob6nactroii
o(ranpMoNOrnYecKkuil AUCaHcep» (1ajgee — OTBETCTBEHHBIH COTPYIHHK).

11.  OTBeTcCTBeHHBIE COTPYIHUKH JOJDKHBI HMEThb (PYHKLMOHAJBHbIE OOS3aHHOCTH,
pa3paboTaHHbIE B COOTBETCTBUU C HACTOSIIUMU TpeOOBaHUAMU.



12. [Ipu omnpeneneHun OOS3aHHOCTEW TOJB3OBATENST HEOOXOIUMO YYHUTBIBATBH, HTO
6e3omacHocTh 00paboTku [1/IH ¢ UCTIONB30BaAHUEM KPUNITOCPEACTB 00ECTIeYNBACTCS

- cOOJIOIeHNEM TIOJIB30BATENSIMUA KPUNITOCPEACTB KOHPHUISHIIMAIBHOCTH NPU OOpaIieHun
CO CBEINEHHMSIMH, KOTOpPBbIE MM JOBEPEHBI WM CTaJId HM3BECTHbI MO padoTe, B TOM HYHCIE CO
CBEIEHUSIMH O (PYHKLUMOHUPOBAHUM U TOpsiAKe olecrnedeHns O€30MacHOCTH NPUMEHSEMBIX
KPUITOCPENCTB U KIFOUEBBIX TOKYMEHTaX K HUM,

- TOYHBIM BBITIOJJHEHUEM TIOJB30BATENSIMA KPHUIITOCPENCTB TPeOOBaHUN K OOECTIEYeHHIO
6e3omacuoctu [1]1H;

- HaJeXXHbIM XpaHEHUEM OKCIUIyaTallMOHHOW W TEXHHYECKOM JOKyMEHTaluuu K
KPUIITOCPENCTBAM,  KJIIOYEBBIX  JOKYMEHTOB, HOCUTeNell  HHGOpMAanuy  OrpaHHYCHHOTO
pacrnpocTpaHeHUs,

- CBOEBPEMEHHBIM BbISBJICHHEM IIONBITOK IOCTOPOHHUX JIML MOJy4YUTb CBEIEHUS O
samumaembix [1/1H, 00 HCMONB3yeMBbIX KPUITOCPEICTBAX WIIH KIFOUEBbIX JOKYMEHTAaX K HUM;

- HEMEJJIEHHBbIM MPUHATHEM Mep M0 NpeAyNpeKIeHUI0 pasrnamenus 3amuiaembrx [1/1H, a
TAK)K€ BO3MOJKHOM WX YTEYKH NPH BBUIBICHUU (DAKTOB yTPaThl WIIM HENOCTA4U KPHUITOCPENCTB,
KJIFOUEBBIX JOKYMEHTOB K HUM, YOCTOBEPEHUMN, MPOIMYCKOB, KJIIoUel OT MOMELIeHUH, XpaHUIIHIL,
ceiipoB (MeTanmmuecKkux mkadoB), TMUHBIX €YaTEH U T.1L.

13. Jluna, odopmisiembie Ha PabOTy B KadecTBE TOJb30BaTENel (OTBETCTBEHHBIX
COTPYAHUKOB), JMOJDKHBI OBITh O3HAKOMJIEHBI C HacTosSIUMH TpeOoBaHWSIMH W APYTHMH
IOKYMEHTaMH, PErIaMEHTHPYIOLIUMH OpraHu3auuio u odecneueHune OesonmacHocTr I1/IH mpu mx
obpaboTke B WHPOPMALMOHHBIX CHCTEMax TOJ TOMIMUCh M HECYT OTBETCTBEHHOCTH 3a
HecoOmoaeHne MU TpeOOBaHUI YKa3aHHBIX JOKYMEHTOB B COOTBETCTBHH C 3aKOHOIATEIHCTBOM
Poccutickont @enepanuu.

14. B cootBerctBumM ¢ TpeOoBaHmsiMu mocTaHOBiEeHUs IlpaButensctBa Poccuiickoit
@eneparun ot 01.11.2012 Ne 1119 «O6 yTBepkaeHun TpeOOBaHUN K 3aILIUTE MEPCOHATBHBIX
JaHHBIX TNpH UX o00paboTke B HMHOOPMALMOHHBIX CHCTEMaxX IEPCOHANBHBIX HaHHBIX» U
YCTaHOBJICHHBIM ypoBHeM 3ammieHHocTy [1/1H, oOpabdateiBaembix B UCIIIH «byxrantepckuii u
KaAPOBBIH y4eT», HEOOXOIUMO BBIMOJIHEHHE CIEAYOMNX TPEOOBAHMIA:

- KOHTPOJIb 3a BBIIIOJHEHHEM HACTOSIMUX 1pe0OBaHWUI OpraHU3yeTcsi M IMPOBOIUTCS
komuccuei no samure 1111 He pexe 1 pasza B 3 rona;

- OopraHuzanus pekuMa odecreueHus: Oe30MacCHOCTH MOMEIICHUH, B KOTOPBIX pa3MelleHa
uH(pOpMamoHHas cucTema, MPENATCTBYOLIErO BO3MOXKHOCTH HEKOHTPOJUPYEMOr0
NPOHUKHOBEHUS! MJIM MPEOBIBAHUS B 3THX NMOMEIICHUSIX JIUL, HE UMEIOIIHUX IpaBa AOCTyIa B 3TH
MOMELIEHUS,;

- obecneuenune coxpanHoctu Hocurenei [1/1H;

- yTBep:kaeHue riaBHbIM BpadomM ['AYV3 TO «OO6nactHoli  OQpTaIbMONOrHYECKUN
OUCTIAHCEP» JOKYMEHTa, ONPeAeNAI0IIero MNepedeHb JHL, [A0cTyn Kotopbix k  II/1H,
obpabaTbiBaeMbIM B WH(POPMAILMOHHOH CUCTEME, HEOOXOAWM JUIsl BBITIOJIHEHUS UMH CITY KEeOHBIX
(TPyIOBBIX ) OOSI3aHHOCTEI;

- WCTOJB30BAHUE CPEINCTB 3aI(UThl HHGOPMALMH, NPOIISALTNX TMPOLEAYPY OLEHKH
COOTBETCTBUs TpeOOBaHUSIM 3akOHOAaTenbcTBa Poccmiickoit Denepanu B o0iaacTu oOecrieueHust
OesonmacHocTH WH(pOpMaLUu, B Cliydae, KOrga NPHMEHEHHE TaKHX CPENCTB HEOOXOOMMO IS
HEeNTpaau3aluu akTyajlbHbIX yIPoO3.

I5. Texymuii KOHTPOJIb 32 OpraHu3auneil u odecneueHneM (yHKIIHOHUPOBAHUS CPEICTB
3amuThl HHPopMAIUH (B TOM 4yucie kpunrorpadpudecknx) Bosznaraercs Ha [AY3 TO «O06nactHoi
oranpMoONOrnYeCKUll AWCIAHCEP» W OTBETCTBEHHOTO COTPYIHHKA B TMpedesax CiryKeOHbIX
MTOJTHOMOYHIA.

16.  Koutponb 3a opranmsamueii, obecrneuyeHrneM (yHKIIMOHUPOBAHUA W O€30MaCHOCTU
CpeAcTB 3amuTel HHGOpMAUUK (B TOM 4YHCJIE KPUNTOrpapuuecKux), MpeaHa3HauYeHHBIX IS
samutel [11H, npu ux obpaborke B MCII/IH ocymecTBisieTCs B COOTBETCTBUU C JIEHCTBYIOIIUM
3akoHOAaTenbCcTBOM Poccniickoit denepanun.

17. IIpn wucnonp3oBarnun B HCIIJIH cepruduumpoBaHHBIX MO  TpeOOBAHUIM
6ezonmacHOCTH MH(POPMALMU CPEACTB 3aLIUTHl WHpOpMALMU IJs1 0OeCreueHHs YCTaHOBICHHOTO
ypoBHs 3amuuieHHocTy [1/{H npumMeHsoTes:









3. Kpunrocpencrsa, ucnonbsdyembie st obecnieduenuss OezomacHoctu [1J[H mpu ux
o0paboTke B WHPOPMAIMOHHBIX CUCTEMaX, TMOJJIEKAT y4eTy C HCIOJIb30BAHUEM HHIEKCOB WU
YCJIOBHBIX HAUMEHOBAHHUI U PETUCTPALIMOHHBIX HOMEPOB.

4. IlepeueHb HHOEKCOB, YCIOBHBIX HAUMEHOBAHUN M PErUCTPALMOHHBIX HOMEPOB
KpHUNTOCpencTB onpenensiercs PenepanpHoii ciysxboi 6ezonacnoctu Poccuiickoii @eneparum.
5. Hcnonb3yemble WM XpaHUMbIE KPUNTOCPENCTBA, SKCIUTyaTALMOHHAS U TEXHUUECKas]

NOKYMEHTAlUsl K HUM, KJFOYEBble AOKYMEHTHI MOMJEXKAT MOJK3EMIUIApHOMY ydery. Ilpu 3Tom
MIPOrpaMMHBIE KPUNTOCPEACTBA NOJIKHBI YUUTBHIBATLCS COBMECTHO C annapaTHbIMHU CPEACTBAMH, C
KOTOPBIMH OCYIIECTBJIIETCS UX IITaTHOE (PyHKUMOHMpOBaHUE. Ecin anmmapaTHble MM anmapaTHO-
MIPOrpaMMHBIE KPUNITOCPEACTBA MOAKIIOYAKTCA K CHCTEMHON IIMHE WIM K OJHOMY W3 BHYTPEHHHX
uHTep(eiCcoB anmapaTHbIX CPENCTB, TO TAKWE KPHITOCPEICTBA YUUTHIBAOTCS TAK)KE€ COBMECTHO C
COOTBETCTBYIOLIMMH aNNapaTHbIMU CPEACTBAMH.

6. EnvHnnen nosk3eMIUIAPHOTO y4deTa KJIOYEBBIX AOKYMEHTOB CUMTAETCS KIFOUEBOU
HOCHTEJIb MHOTOKPATHOT'O HCIIOJIb30BAHMS, KIFOUEBOH OMIOKHOT. ECiu OofnMH M TOT ke KIIFOYeBOU
HOCHUTEJIb MHOTOKPAaTHO HCHOJB3YKOT IJIsl 3alHUCHU KPUNTOKIIOYEH, TO €ro Kaxablid pa3 cienyer
PEruCTPUPOBATD OTHEIBHO.

7. Bce nonyueHHbIe 5K3eMIUPBI KPUNITOCPENCTB, SKCIUTYyaTaALMOHHON U TEXHUYECKON
IOKYMEHTALM! K HUM, KJIFOUEBbIX JOKYMEHTOB IOJUKHbI OBITh BBIAAHBI IIOA PACIHUCKY B
COOTBETCTBYIOLIEM >KypHaIe MO3K3EMIULIPHOIO y4eTa MOJb30BATENAM KPUNTOCPEACTB, HECYIIUM
MEPCOHAIBHYK) OTBETCTBEHHOCTD 3a UX COXPAHHOCTD.

8. Ecnu skcnnyaTallMOHHONM M TEXHUYECKOM NOKYMEHTalMell K KPUITOCPEACTBaM
MIPEeNyCMOTPEHO NPUMEHEHUE PA30BbIX KJIFOUEBBIX HOCUTEEH WM KPUNTOKIIOYM BBOJAAT U XPAHAT
(Ha Becb CPOK MX NEHCTBUS) HEMTOCPEACTBEHHO B KPUITOCPEICTBAX, TO TAKOH PA30OBbI KITIOUEBOH
HOCHUTEJb WM 3JIEKTPOHHAsI 3aIIUCh COOTBETCTBYIOIIErO KPUITOKIIIOYA JOJIKHBI PETUCTPUPOBATHCS
B TEXHUYECKOM (ammapaTHOM) SKypHajie, BeOyIeMCs HEMOCPENCTBEHHO IIOJIb30BATENIEM
KPUNTOCPENCTB. B  TeXHWUeCKOM (ammapaTHOM) JKypHaJe OTPAKAlT TaKXkKe JaHHbE 00
SKCIUTyaTalUd KPUNTOCPEACTB M APYTHE CBEIAEHUs, NPEAYyCMOTPEHHBIE SKCITYyaTallMOHHONW H
TEXHUYECKOH JOKyMEHTalMe. B WHBIX Cly4asXx TeXHUYeCKWi (ammapaTHbIA) KypHAJT Ha
KPHUIITOCPENICTBA HE 3aBOAUTCS (€CJIM HET MPSMBIX YKa3aHUH O ero BEACHWH B SKCILUTyaTallMOHHOM
WIA TEXHIYECKOW TOKYMEHTAITUH K KPUIITOCPEICTBAM).

9. Ilepenaya KpUOTOCPEACTB, 3KCILUTyaTAMOHHOM W TEXHUYECKOH NOKYMEHTalUu K
HUM, KJIIOYEBBIX JOKYMEHTOB JOMNYCKAeTCsl TOJIBKO MEXKAY IOJIb30BATENAMH KPUNTOCPEICTB M
(WTK) OTBETCTBEHHBIM 3a OPTaHU3ANMIO PAadOT MO Kpunrorpapuueckoi 3amure HHGOpMAMK MO
PacnuCKy B COOTBETCTBYIOLIUX JKyPHAIAX MOSK3EMIUISIPHOIO yYeTa.

10. Ilonb3oBatenu  KpPUNTOCPEACTB  XPAHAT  HUHCTAUIUPYIOIIHE  KPUNTOCPEACTBA
HOCHUTEJH, SKCIUTyaTALMOHHYI0 M TEXHUYECKYI NOKYMEHTALUI0 K KPUITOCPENCTBAM, KJIHOUEBbBIE
IOKyMEHTbI B mKadax (SHKax, XPaHWININAX) WHIWBUAYAJIbHOTO IOJIb30BAHUS B YCJIOBUSX,
UCKIJTFOYAIOIIHNX OECKOHTPOJIBHBIA AOCTYIT K HAM, a TAKXKE HX HENPETHAMEPEHHOE YHHITOXKECHUE.

11 [Tonp3oBaTenu KpUNTOCPEACTB MPEAyCMATPHUBAKOT TaKKe pasneiibHoe Oe30macHoe
XpaHEHUE [ACUCTBYIOUIUX M PE3€PBHBIX KJIKYEBBIX [JOKYMEHTOB, IPEIHA3HAYCHHBIX [JIs
MIPUMEHEHUS B CJIy4ae KOMIIPOMETalUU AEHCTBYOIIUX KIFYEBbIX JOKYMEHTOB.

12.  AmnmapaTHbIe CPEACTBA, C KOTOPBIMH OCYINECTBIISIETCS IITATHOE (PYyHKIMOHHPOBAHNE
KPHUIITOCPENICTB, & TAKXKE allapaTHbIe U alnapaTHO-NPOrpaMMHBIE KPUIITOCPEICTBA JOJUKHBI ObITH
00OpyIOBaHbl CPEACTBAMH KOHTPOJISL 32 MX BCKPBITHEM (OIE4aTaHbl, OIUIOMOMpOBaHBI). MecTo
OrevaTbIBaHUsl (OTNIOMOMPOBAHUS) KPUNTOCPEACTB, alMapaTHBIX CPEACTB IOJDKHO OBITH TaKuM,
94TOOBI €r0 MOXXKHO OBUIO BH3YaJIbHO KOHTPOJHPOBATh. IIpu HaIW4Iny TEXHHUYECKONH BO3MOXKHOCTH
Ha BpeMsl OTCYTCTBHs TMOJBb30BATEJICH KPHUNTOCPEACTB YKa3aHHbIE CPEACTBA HEOOXOAMMO
OTKJIFOYATh OT JINHUH CBS3H U YOHPATh B OII€YAaTHIBAEMbIE XPAHWIINIIA.

13. Kpunrocpencrsa u KiroueBble TOKYMEHTBI MOTYT JOCTABISITECS (PeNIbABErepCKOi (B
TOM YHCJIe BEIOMCTBEHHOH) CBSI3bI0 MM CO crienuanbHO BeigesneHHbIMH ['AY3 TO «ObnactHoi
oranpMoNOrnyeckuii  OUCMAHCEpP»  OTBETCTBEHHbIM  3a  opraHmsauuio  pabor  mo
KpUnTorpaguyeckol 3amuTe Mpu COONIOACHUN Mep, UCKIIOYAOIINX OECKOHTPOJIbHBIA TOCTYN K
KPUIITOCPENCTBAM U KJIFOYEBBIM JOKYMEHTAM BO BPEMsl TOCTaBKH.



14, DKCrulyaTallMOHHYK0 M TEXHHYECKYH) JOKYMEHTALMI0 K KPHUITOCPENCTBAM
JOMyY CKAETCsl MePEeChUIaTh 3aKa3HBIMHU HJTH [IEHHBIMH ITOYTOBBIMHU OTIPABJICHUSIMHU.

15. VYHuUYTOXEHHWE KPUNITOKIIOYEeH (MCXOMHOW KIOYEeBOW HMHMOPMALH) MOXKET
MPOM3BOIUTBECS TyTeM (U3NIECKOTO YHHUYTOXKEHUS KIIFOUEBOrO HOCHUTENS, Ha KOTOPOM OHH
pACIIONIOKEHBI, WM IyTeM CTHpaHus (pa3pylLIeHHs) KPUNTOKIIOYEH (MCXOMHOH KIIOUeBOH
uHpopmanmuu) 0e3 MOBPEXKAEHUS KIOYEBOro HOCUTENs (st oOecredeHus: BO3MOXKHOCTU €ro
MHOTOKPAaTHOTO MCIIOJIb30BAHMS).

16.  Kpuntokmoun (MCXOAHYIO KIIOUYEBYIO WH(POPMALMIO) CTHUPAOT MO TEXHOJOTHUH,
NPUHSATON Ui COOTBETCTBYIOLIMX KIIFOYEBBIX HOCHTENIEH MHOTOKPATHOTO MCIIOJIb30BAHUS (JTUCKET,
kommakT-1uckoB (CD-ROM), Data Key, Smart Card, Touch Memory u 1.11.). HenmocpencreeHHbIe
IEUCTBUS MO CTUPAHUIO KPUNTOKIIOUEH (MCXOMHOH KITF0UeBO MH(POPMALIH), a TAK)KE BO3MOXKHBIE
OTpaHWYEHUS HAa JajbHElIIee MPUMEHEHHE COOTBETCTBYIOIIMX  KJIIOUEBBIX  HOCUTENEH
MHOTOKPATHOTO ~ HCIOJNB30BAHUSI  PETJIAMEHTHPYIOTCS  OKCIUTYaTALMOHHOM W TEXHUYECKOH
IOKYMEHTAILMeH K COOTBETCTBYIOIIUM KPUNTOCPEACTBAM, a TAaK)XK€ YKAa3aHMAMH OpraHU3alHy,
MPOM3BOIUBIIEH 3aNICh KPUNITOKIIOUEH (MCXOMHOM KIIFOUE€BOH HH(POPMALIHH).

17. KnroueBble HOCHUTENM YHHYTOXAKOT IIyTeM HAHECEHUs UM HEYyCTPAHUMOIO
(U3NUECKOTO TMOBPEXKICHHUS, HCKIIOYAIOLMIEr0 BO3MOXKHOCTb WX HCIIOJNB30BAHUS, a TaKXKe
BOCCTaHOBJICHUsI KiItoueBo uH(popmanuu. HemocpeacTBeHHbIe NEHCTBHA 1O YHUUTOXKEHHIO
KOHKPETHOT'O THMA KJIFOUEBOrO0 HOCHUTENS PErJIAMEHTHUPYIOTCS SKCIUTYaTAllIOHHONH U TEXHHYECKOH
IOKyMEHTAILMeH K COOTBETCTBYIOIIUM KPUNTOCPEACTBAM, a TAaK)XK€ YKAa3aHMAMH OpraHU3alHy,
MPOM3BOIUBILIEH 3aNICh KPUNITOKIIOUEH (MCXOMHOM KIIFOUE€BOH HH(POPMALIHH).

18. bymaxHble 1 IpodHre CropaeMble KIFYEBbIE HOCUTENH, & TAKXKE DKCIUTyaTallMOHHAS
U TEXHUYECKas MOKYMEHTALUUS K KPHUITOCPENCTBAM YHUYTOXKAETCS IyTeM CKUTAHUS WIH C
MIOMOIIBEO JIFOOBIX OyMaropes3aTeIbHbIX MaIlnH.

19. IIpuroassle 1 AadpHENIIETO UCHOAB30BAHUS Y3JIbl U AETAIN annapaTHbIX CPEACTB
o0Imero Ha3HA4YeHMs, HE TMPEeIHA3HAUEHHbIE CIENHaJbHO JUIs AaNMapaTHOW peann3aluu
KPUNTOrpaQUUECKNX aJIrOPUTMOB WM HMHBIX (PYHKIUI KPHUNTOCPEICTB, a TAKXKE COBMECTHO
paboTaroliee ¢ KpUNTOCPEACTBaMU 000pyIOBaHNE (MOHUTOPBI, IPUHTEPHI, CKAaHEPHI, KJIABHATypa U
T.IL.), pPa3peliaeTcsi UCIOJIb30BATh IMOCHE YHHYTOXEHUS KPUNTOCPEACTB Oe3 orpanmuenuil. llpu
3TOM HH(pOpPMAIHsA, KOTOPast MOXKET OCTABATBhCS B YCTPOHCTBAX MaMsITH 000pynoBaHUs (HApUMep,
B IIPUHTEPAX, CKaHEepax), JOJDKHA ObITh HAJEXKHO yaajeHa (crepra).

20.  KimroueBble OOKYMEHTBI AOJUKHBI OBITb YHUYTOXKEHBI B CPOKH, YKa3aHHBIC B
SKCILUTyaTALMOHHON M TEXHUYECKOW TOKYMEHTAllMU K COOTBETCTBYIOLINM KpHnrTocpencTsam. Eciu
CPOK YHHMYTOXKEHHUS HKCIUTyaTAllMOHHOW M TEXHWYECKOH MOKYMEHTAaleldl He YCTaHOBIIEH, TO
KJIFOUEBbIE JOKYMEHTBI JOJDKHBI OBITh YHHUYTOXEHbI HE mo3fgHee 10 CyTOK mocie BbIBOAA UX U3
neilcTBUsl (OKOHYAaHUS CpPOKa IeHCTBHsA). PakT YHHUITOXKEHUS OPOPMIIETCS B COOTBETCTBYIOLIHX
JKypHaJax IMO3K3EMIUIIPHOTO yuera. B 3TH jke CPOKHM C OTMETKOH B TEXHHUYECKOM (armapaTHOM)
JKypHajJe TMOUIeKAT YHUYTOXKCHHIO pa30BbIe KIIOUEBbIE HOCHUTENH W paHee BBEIACHHAS W
XpaHAIAsACS B KPHUITOCPEACTBAX MM HMHBIX JOMOJIHUTENBHBIX YCTPOHCTBAaX KIIOUEBas
uH(pOpMaLUs, COOTBETCTBYIOINAS BBIBEACHHBIM M3 ACHCTBUS KPUNTOKIIOYAM, XPaHAIINECS B
Kpunrorpa@uyecky 3allMIICHHOM BUAE JaHHBIE CleayeT repemndpoBatb Ha  HOBBIX
KPHUNTOKJIIOYAX.

21. KiroueBple TOKYMEHTBI YHUUYTOXKAOTCS JHOO MOJB30BATEISIMH KPUIITOCPEACTB,
a100 OTBETCTBEHHBIM 3a OpraHM3alMio padoT Mo Kpunrorpaguyueckoi 3aluTe IMOI PACIUCKY B
COOTBETCTBYIOLIUX JKypPHAJAX MOIK3EMIUBIPHOTO yueTa, a YHHUYTOXEHHe OoJibmoro odnema
KJIFOYEBBIX JOKYMEHTOB MOXET OBITh OOpMIIEHO akTOM. IIpH 3TOM MONIBb30BaTENAM KPUIITOCPEICTB
pasperraercsi yHHUTOXKaTh TOJBKO MCIOJB30BAHHBIE HEMOCPEACTBEHHO MMHU (TpenHa3HAUYECHHBIE
IUI HUX) KpUNTOKIIOUH. [locne yHHYTOXKEHHS TIOJIb30BATENN KPUIITOCPEACTB JOJDKHBI YBEIOMUTD
00 3TOM MHCBMEHHO OTBETCTBEHHOI'O 32 OPraHMU3aLMUI0 paboT Mo Kpunrorpaduyeckoi 3ammure s
CTIHCaHUS YHUUTOXKEHHBIX JOKYMEHTOB C MX JINLIEBBIX CYETOB.

22. YHUUYTOXKEHHE O aKTy NPOU3BOAUT KOMHUCCHS B COCTABE HE MEHEE JIBYX YEJIOBEK U3
YHCIIa JIUL, JOMYLIEHHBIX K ITOJIb30BAHUIO KPUIITOCPEICTB. B akTe yKa3bIBaeTCsA, UTO YHUUTOXKAETCS
U B KaKOM KonudecTBe. B KkOHIE akTa aenmaercss MTOromasi 3amuch (LUdpamMu U MPOIHUCHIO) O
KOJINYECTBE HAUMEHOBAHMH M  JK3E€MIUIPOB  YHHUYTOXKAEMBIX  KJIIOUEBBIX  JOKYMEHTOB,
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WHCTAUTMPYIOLIUX  KPUNTOCPEACTBA  HOCHUTENICH,  SKCIUIyaTallMOHHON U TEXHUYECKOM
IOKyMEHTaluH. McrpaBieHusl B TEKCTE aKTa IOJIKHBI OBITH OTOBOPEHBI U 3aBEPEHBI MOIIUCIMHU
BCEX YJIEHOB KOMHCCHUH, NMPUHUMABIIUX y4acTHe B YHUUTOKeHUU. O NMPOBEAEHHOM YHUUYTOXEHUU
JENAKTCS OTMETKH B COOTBETCTBYOIINX Ky PHANIAX MO3K3EMIUIIPHOIO y4eTa.

23. Kpunroxnrouy, B OTHOIIEHNUH KOTOPBIX BO3HUKIIO MOJO3PEHUE B KOMIIPOMETALUH, &
TAKXKe NEHCTBYIOIINE COBMECTHO C HUIMH JIPyTHe KPUITOKIIOUN HEOOXOIUMO HEMEIJIEHHO BbIBECTH
U3 JEHCTBUs, €CIM MHOH MOpPSAAOK HE OrOBOPEH B SKCINIYaTallMOHHOM M TEXHUYECKOH
JOKYMEHTALWU K KPUITOCPEACTBAM.

24. O Hapy1eHusx, KOTOpble MOT'YT MPHUBECTH K KOMIPOMETAIMM KPUITOKIIOUEH, UX
COCTaBHBIX 4YacTell WM TepedaBaBIIMXCs (XpaHsIuXcs) ¢ UX wucnojb3oBanueMm [1/1H,
MOJIb30BATE I KPUNTOCPENCTB OOsI3aHbI COOOIIATh OTBETCTBEHHOMY 33 OpPTaHHM3alMi0 padoT o
kpunrorpaduueckoii 3amure u (un) FAY3 TO «O06nacTHOM 0P TaTBMOIOTHYECKHIA JUCTTAHCEP .

25. OcMOTp KIIIOUEBBIX HOCHTENEHl MHOTOKPaTHOIO MCIOJIb30BaHUS MOCTOPOHHUMU
JULAMU He CJIefyeT pacCMaTpUBaTh KaK MOAO3PEHUE B KOMIIPOMETALMN KPUMNTOKIIOYEH, €C MPpU
3TOM HCKJIFOYANACh BO3MOXKHOCTb UX KOMHMPOBAHUS (YTCHHUS, PA3MHOKEHHS ).

26. B cinydasx Henmocgauu, HENPEObABICHUS KJKOUEBBIX JOKYMEHTOB, a TaKxke
HEOMNPENEIEHHOCTH UX MECTOHAXOKACHHS] TPUHUMAIOTCS] CPOYHBIE MEPBI K UX PO3BICKY .
27. Meponpusatuss 1O PO3BICKY M JOKAIW3ALMHU TOCJIEACTBUM  KOMIPOMETALUU

KIIOYEBbIX  JOKYyMEHTOB  oprammsyer u  ocymectsisier ['AY3  TO  «O6nactHoH
o(pTanbMONIOrnYeCKHuii AUCTIAHCEP .
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